To RedHat Linux 6.x san Internet Gateway giĹ spitikì dÐktuo

Paul Ramsey <pramsey@refractions.net> 22 IounÐou 2000

’Ena aplì didaktikì keÐmeno giĹ th rÔjmish tou RedHat 6 kai paromoÐwn ekdìsewn, giĹ na doulèyei san Internet gateway c’ èna mikrì dÐktuo sto spÐti ă sto grafeÐo. Ta jèmata pou kalÔptontai, perilambĹnoun to maskĹrisma (masquerading), to DNS, to DHCP, kai basikèc apaităseic asfĹleiac.

Contents

1 Eisagwgă 2 1.1 Ekdìseic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1.2 Copyright . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Kalwdiÿnontac to sÔsthma 3 2.1 Me hub . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 2.2 QwrÐc hub . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 2.3 Me mìno mÐa kĹrta diktÔou . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

3 RujmÐzontac th diktÔwsh 4 3.1 RujmÐzontac ènan driver diktÔou . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 3.1.1 DÔo akribÿc Ðdiec kĹrtec diktÔou . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 3.2 RujmÐzontac to eswterikì mèroc tou diktÔou . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3.2.1 H suskeuă diktÔou . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 3.2.2 O DHCP server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 3.2.3 Oi client H/U . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 3.2.4 O DNS server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 3.2.5 TestĹrontac to eswterikì dÐktuo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11 3.3 RujmÐzontac to exwterikì dÐktuo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11 3.3.1 Me statikă dieÔjunsh IP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 3.3.2 Me to DHCP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 3.3.3 Paraxenièc kai anwmalÐec . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 3.3.4 KoitĹzontac tic rujmÐseic tou diktÔou . . . . . . . . . . . . . . . . . . . . . . . . . . . 13 3.4 AsfĹleia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

4 RujmÐseic maskarÐsmatoc (masquerading) 15

1. Eisagwgă 2

5 Problămata 16

5.1 To ICQ den douleÔei . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

5.2 ’Eqw Caldera 2.x, ìqi RedHat 6.x . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

5.3 Jèlw ènac apì touc eswterikoÔc H/U mou na gÐnei o Web server mou . . . . . . . . . . . . . 17

1 Eisagwgă

Autì to keÐmeno perièqei aplèc suntagèc giĹ th rÔjmish tou RedHat 6.x san Internet gateway giĹ èna spitikì dÐktuo, ă dÐktuo enìc mikroÔ grafeÐou. Oi odhgÐec eÐnai ìso gÐnetai aplopoihmènec : Den suzhtĹme giĹ eidikèc periptÿseic, kai ja kĹnoume merikèc upojèseic, ìson aforĹ tic dieujÔnseic diktÔou pou ja qrhsimopoihjoÔn, Oi shmantikìterec upojèseic mac eÐnai :

• Oti diajètete diarkă kalwdiakă ă ADSL sÔndesh sto Internet.

• Oti mporeÐte na egkatastăsete me epituqÐa to RedHat 6.x se toulĹqiston ènan apì touc H/U sac.

Shmeiÿste ìti autèc oi odhgÐec isqÔoun kai giĹ ta parĹgwga tou RedHat, ìpwc to Mandrake 6.x, pou dianèmetai apì thn MacMillan Publishing kĹtw apì miĹ poikilÐa emporikÿn etiketÿn.

• Oti o H/U sac me to Linux èqei dÔo kĹrtec diktÔou egkatesthmènec mèsa tou, kai eÐnai sumbatèc me to Linux kai oi dÔo.

• Oti diajètete èna ethernet hub, an sundèete se dÐktuo perissìterouc apì ènan upologistèc, ă kalÿdio cross-over, an sundèete mìnon ènan H/U.

• Oti gnwrÐzete pÿc na epexergĹzeste arqeÐa morfăc text se H/U me Linux.

• Oti mporeÐte na mpeÐte ston H/U wc root. Oti gnwrÐzete na egkajistĹte pakèta RPM apì ta cd-roms tou Linux.

An den plhreÐte autèc tic proôpojèseic, tìte pijanìtata autì to keÐmeno na mhn proorÐzetai giĹ sac.

Den upĹrqei kĹti to asunăjisto, pou prèpei na kĹnete katĹ th diadikasÐa egkatĹstashc. AplĹ, dialèxte miĹ egkatĹstash pou sac tairiĹzei, kai xekinăste thn. Autì to keÐmeno dÐnei odhgÐec giĹ na egkatastăsete o,tidăpote èqei sqèsh me thn prospĹjeia diktÔwshc pou xekinĹei apì to mhdèn, giĹ n’ apofÔgete tic tuflèc upojèseic, wc proc to tÐ egkatastĹjhke ă rujmÐsthke katĹ th diĹrkeia thc egkatĹstashc autăc. GiĹ na bebaiwjeÐte pwc to sÔsthma douleÔei kai pwc den upĹrqei sÔgqush wc proc to tÐ-pĹei-poÔ, ìlec oi rujmÐseic ja gÐnoune me kateujeÐan epèmbash sta arqeÐa rujmÐsewn, parĹ me qrăsh twn ergaleÐwn rujmÐsewn kĹtw apì GUI’s, ta opoÐa parèqei to RedHat. Apì th miĹ pleurĹ, autìc o trìpoc eÐnai ligĹki duskolìteroc ap’ ì,ti prèpei. Apì thn Ĺllh, ìmwc, oi gnÿseic sac ja mporoÔn na efarmostoÔn polÔ eÔkola se diaforetikèc dianomèc tou Linux, ă diaforetikèc katastĹseic. (Pq, se fĹsh ìpou ta X-Windows den douleÔoun, ă an stănete ènan headless server.)

1.1 Ekdìseic

H teleutaÐa èkdosh autoÔ edÿ tou keimènou pĹnta brÐsketai sto http://www.coastnet.com/~pramsey/linux/homenet.html (se HTML), kai sto http://www.coastnet.com/~pramsey/linux/homenet.sgml (se SGML).

2. Kalwdiÿnontac to sÔsthma 3

• 21 DekembrÐou 1999 : Prÿth èkdosh.

• 2 IanouarÐou 2000 : Perièlaba upodeÐxeic tou John Mellor, giĹ tic paraxenièc tou exwterikoÔ diktÔou.

• 22 IanouarÐou 2000 : Mikră prosjăkh sqetikĹ me tic kĹrtec diktÔou pou eÐnai akribÿc Ðdiec, kai plhroforÐec giĹ to IP aliasing apì ton Chris Lea.

• 16 MartÐou 2000 : Merikèc plhroforÐec sqetikèc me thn asfĹleia tou name server kai sqetikĹ me thn upostărixh tou Caldera Linux, apì ton Nelson Gibbs.

• 22 IounÐou 2000 : TekmhrÐwsh giĹ tic paraxenièc thc rÔjmishc tou RedHat 6.2 . Perissìterec plhroforÐec giĹ to PPPoE (PPP over Ethernet), apì ton Kerr First.

1.2 Copyright

Copyright • 2000, Paul Ramsey.

Autì to keÐmeno mporeÐ n’ anaparaqjeÐ olìklhro ă katĹ tmămata, qwrÐc qrèwsh, upì touc parakĹtw ìrouc :

• H parapĹnw anaforĹ sto copyright kai h anaforĹ sthn Ĺdeia qrăshc prèpei na diathroÔntai akèraiec epĹnw se ìla ta antÐgrafa, plărh ă tmhmatikĹ.

• KĹje metĹfrash ă parĹgwgh ergasÐa prèpei na egkrijoÔn graptÿc apì ton suggrafèa, prin dianemhjoÔn.

• EĹn dianeÐmete èna kommĹti autoÔ tou keimènou, prèpei na sumperilĹbete odhgÐec giĹ to pÿc mporeÐ kĹpoioc na brei to plărec keÐmeno, kajÿc ki èna mèson, giĹ na brejeÐ to plărec keÐmeno.

• MikrĹ tmămata autoÔ tou keimènou mporoÔn n’ anaparaqjoÔn wc paradeÐgmata se èntupa, ă wc anaforèc se Ĺllec ergasÐec, qwrÐc na perièqoun autăn edÿ thn Ĺdeia, eĹn upĹrqei h anaforĹ tou arqikoÔ keimènou.

GiĹ akadhmaðkoÔc skopoÔc, mporoÔn na gÐnoun exairèseic sta parapĹnw : GrĹyte ston suggrafèa kai zhtăste to. AutoÐ oi periorismoÐ upĹrqoun edÿ, giĹ na prostateÔoun emĹc, wc suggrafeÐc, ìqi giĹ na periorÐzoun esĹc, wc ekpaideutèc ă majhtèc.

2 Kalwdiÿnontac to sÔsthma

AnĹloga me to an qrhsimopoieÐte hub ă ìqi, h diktuakă sac topologÐa ja diafèrei ligĹki. Edÿ kalÔptw monĹqa thn sÔndesh me kalÿdio RJ45 (autì pou moiĹzei me thlefwnikì kalÿdio pou pĹqune, epeidă păre anabolikĹ), kai ìqi thn sÔndesh me leptì omoaxonikì. Me to leptì omoaxonikì mporeÐte na sundèsete polloÔc H/U qwrÐc na qreiasteÐ hub, allĹ prèpei na prosèqete ton termatismì twn sundèsewn, klp. An ădh gnwrÐzete apì diktÔwsh, oi odhgÐec autèc ja sac fanoÔn se megĹlo bajmì perittèc.

2.1 Me hub

An diajètete hub, to dÐktuì sac ja moiĹzei m’ autì edÿ <http://www.coastnet.com/~pramsey/linux/w_ hub.gif>.

Sundèste thn kĹrta diktÔou eth0 tou H/U sac me to kalwdiakì (cable) modem, ă to koutÐ thc sÔndeshc ADSL, qrhsimopoiÿntac to kalÿdio pou sac èdwse o teqnikìc thc sÔndeshc katĹ thn egkatĹstash pou èkane. (H, èna kalÿdio pou gnwrÐzete ìti ja doulèyei m’ aută th sÔndesh.) Autì to băma qreiĹzetai prosoqă, epeidă merikèc forèc sta cable modems arèsei h sÔndesh me crossover, kai merikèc forèc h kateujeÐan sÔndesh me kalÿdio. To kalÿdio pou sac dÐnei h etairÐa sÔndeshc, eÐnai autì akribÿc pou qreiĹzeste.

Sundèste thn kĹrta diktÔou eth1 tou H/U sac me to hub, kateujeÐan me kalÿdio. KĹnte to Ðdio kai giĹ touc Ĺllouc H/U sac.

2.2 QwrÐc hub

Akìmh ki an den èqete hub, pĹnta mporeÐte na sundèsete ènan H/U epĹnw ston H/U sac pou èqei Linux, me kalÿdio crossover. H topologÐa sac ja moiĹzei me autăn edÿ <http://www.coastnet.com/~pramsey/ linux/wo_hub.gif>.

Sundèste thn kĹrta diktÔou eth0 me to cable modem, ă to koutÐ thc sÔndeshc ADSL, qrhsimopoiÿntac to kalÿdio thc suskeuasÐac twn sundèsewn. Sundèste thn kĹrta diktÔou eth1 me ton Ĺllon H/U, qrhsimopoiÿntac kalÿdio crossover.

2.3 Me mìno mÐa kĹrta diktÔou

Autì to stăsimo den to sunistÿ. M’ autìn ton trìpo, to eswterikì kai to exwterikì sac dÐktuo brÐskontai epĹnw sto Ðdio kommĹti diktÔou, kai Ĺra eÐnai pio epidektikĹ se cracking ( = zhmièc apì kakìboulouc hackers). Sthn pragmatikìthta, o kÐndunoc autìc eÐnai pijanìtata asămantoc, allĹ uparktìc. AnĹloga tÐ ja sac tÔqei.

O purănac tou Linux perilambĹnei upostărixh giĹ to "IP aliasing", h opoÐa epitrèpei se mÐa kĹrta diktÔou tÔpou ethernet na uposthrÐzei dÔo dieujÔnseic IP tautìqrona. (Autì to qarakthristikì eÐnai sÔmfuto stouc purănec pou brÐskontai stic dianomèc thc RedHat kai thc Mandrake.) GiĹ na rujmÐsete miĹ gateway me mìno mÐa kĹrta ethernet, antikatastăste se ìla ta efexăc paradeÐgmata to eth1 me to eth0:0.

Se sÔsthma monăc kĹrtac diktÔou, den sunÐstatai na trèxete ènan DHCP server.

Sundèste ìlouc touc H/U sac kai to cable modem sac (ă to koutÐ thc sÔndeshc ADSL) sto hub. Staurÿste ta dĹqtulĹ sac, kai suneqÐzoume.

3 RujmÐzontac th diktÔwsh

EntĹxei loipìn, mèqri tÿra èqete egkatastăsei to Linux ston H/U, pou apoteleÐ thn gateway sac. MporeÐ akìmh kai na ’qete rujmÐsei mÐa apì tic kĹrtec diktÔou sac, kai th sÔndesh me to Internet. Wstìso, j’ arqÐsoume apì to mhdèn, kai ja kĹnoume sa na mhn ègine kammÐa rÔjmish.

KĹnte login wc root. ’Olec oi odhgÐec autoÔ tou keimènou proôpojètoun ìti èqete kĹnei login wc root.

O purănac tou Linux anafèretai stic dÔo ethernet kĹrtec sac wc eth0 kai eth1, Ĺra me ton Ðdio trìpo j’ anafèromai ki egÿ c’ autèc eic to exăc. To prìblhma, ìmwc, eÐnai ìti den xèroume poia eÐnai poia. OrÐste ènac "aplìc" trìpoc na to broÔme, pou douleÔei egguhmèna toulĹqiston sto 50% twn periptÿsewn : BĹlte ton H/U sac epĹnw sto grafeÐo me th motherboard se orizìntia jèsh, kai na blèpete to pÐsw mèroc. (Sa na eprìkeito na ton anoÐxete, kai na kĹnete kĹpoia ergasÐa sto eswterikì tou.) H eth0 kĹrta eÐnai h pio aristerĹ - Ðswc na jèlete na shmeiÿsete th jèsh thc me miĹ etikèta. Tÿra, shmeiÿste c’ èna fÔllo qartÐ th mĹrka kai to montèlo kai thc eth0, kai thc eth1.

EntĹxei, ac doÔme tÿra an kai thn eth0 kai thn eth1 tic anagnwrÐzei autìmata o purănac. Dÿste : ifconfig eth0 kai : ifconfig eth1. Kai stic dÔo periptÿseic, an o purănac anagnwrÐzei thn antÐstoiqh kĹrta, prèpei na deÐte èna mănuma san to parakĹtw (me ta noÔmera kai ta upìloipa, bèbaia, na eÐnai diaforetikĹ) :

eth0 Link encap: Ethernet HWaddr 00:60:67:4A:02:0A

inet addr:0.0.0.0 Bcast:0.0.0.0 Mask:255.255.255.255 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:466 errors:0 dropped:0 overruns:0 frame:0 TX packets:448 errors:0 dropped:0 overruns:0 carrier:0 collisions:85 txqueuelen:100 Interrupt:10 Base address:0xe400

An o purănac den anagnwrÐzei thn kĹrta diktÔou sac, ja deÐte èna mănuma san to parakĹtw :

eth0: error fetching interface information: Device not found.

3.1 RujmÐzontac ènan driver diktÔou

An to Linux brei kai tÐc dÔo kĹrtec sac, pĹte thn epìmenh enìthta. Alliÿc, diabĹste autăn edÿ.

Ac poÔme ìti o purănac den anagnwrÐzei th mÐa kĹrta, ă kai tic dÔo. Autì den eÐnai kanèna spoudaÐo prìblhma. O,ti prèpei na kĹnoume, eÐnai na exhgăsoume ston purăna pÿc na brei tic kĹrtec. UpĹrqoun pollĹ kìlpa edÿ, allĹ den ja t’ anafèrw ìla. MonĹqa jumhjeÐte pwc, ìtan ta prĹgmata duskoleÔoun, upĹrqei kai to Ethernet HOWTO. IdoÔ, ìmwc, merikèc sumboulèc se suntomÐa :

• Diajètete miĹ PCI kĹrta diktÔou. Kai pijanìtata èqete xenoiĹsei, upojètontac pwc den eÐnai tìso kainoÔrgia, ÿste na mhn upĹrqoun kajìlou drivers gi’ autăn. SuqnĹ, ìmwc, mporeÐte na breÐte pĹra pollèc plhroforÐec giĹ tic kĹrtec diktÔou sac (kajÿc kai gi’ Ĺlla prĹgmata), diabĹzontac to /proc/pci kai shmeiÿnontac mĹrkec kai montèla.

• Diajètete miĹ ISA kĹrta diktÔou. EÐnai pijanì na qreiasteÐ na mĹjete th basikă dieÔjunsh IO kai thn IRQ thc kĹrtac. H kĹrta èqei èna egqeirÐdio, swstĹ; An den èqei, prèpei na pĹte sto site tou kataskeuastă thc, kai na deÐte an èqei on-line tÐpote keÐmena anaforĹc. H, an h kĹrta èqei miĹ diskèta rujmÐsewn sto DOS, xekinăste me thn diskèta aută kai koitĹxte an èqei prìgramma rujmÐsewn (to opoÐo ja diabĹsei kai ja rujmÐsei th dieÔjunsh kai thn IRQ).

• Diajètete miĹ ISA Plug’n’Play kĹrta diktÔou. Prÿta prèpei na mĹjete pÿc na th rujmÐzete - diabĹste to Plug’n’Play HOWTO. Eutuqÿc, afoÔ rujmÐsete mÐa forĹ thn kĹrta sac, ja gnwrÐzete akribÿc poiec eÐnai h basikă dieÔjunsh IO kai h IRQ thc.

Tÿra, miĹ pou xèrete tic mĹrkec - montèla twn eth0 kai eth1, mporeÐte na pĹte sth selÐda sumbatìthtac tou Ethernet HOWTO, kai na yĹxete giĹ tic kĹrtec sac. Shmeiÿste ton sunistÿmeno driver, kajÿc kai kĹje plhroforÐa giĹ eidikèc rujmÐseic, pou tuqìn apaitoÔn oi kĹrtec sac.

’Eftase h stigmă na epèmboume c’ èna arqeÐo rujmÐsewn! To arqeÐo pou ja diorjÿsoume, eÐnai to /etc/conf.modules. AnoÐxte to me ton text editor thc epilogăc sac. Epeidă upĹrqoun pollèc epilogèc kai sunduasmoÐ, pou mporoÔn na prostejoÔn sto sugkekrimèno arqeÐo, ja sac dÿsw san parĹdeigma tic rujmÐseic giĹ th dikă mou gateway. ’Eqw miĹ PCI kĹrta twn 10/100 Mbps, pou basÐzetai sto oloklhrwmèno VIA Rhine, ki ènan tupikìtato ISA klÿno tou protÔpou NE2000, sta 10 Mbps. Qrhsimopoiÿ thn kĹrta twn 100 Mbps giĹ to eswterikì dÐktuo, kai thn 10Ĺra giĹ th sÔndesh me to exwterikì dÐktuo. To dikì mou /etc/conf.modules arqeÐo eÐnai kĹpwc ètsi :

alias parport_lowlevel parport_pc alias eth0 ne options ne io=0x300 irq=10 alias eth1 via-rhine

H exăghsh twn grammÿn tou conf.modules arqeÐou mou eÐnai h exăc :

• H prÿth grammă kajorÐzei ìti h parĹllhlh jÔra mou eÐnai giĹ ektupÿseic. Pijanìtata èqete ki eseÐc miĹ tètoia grammă, thn opoÐa afăste thn wc èqei.

• H deÔterh grammă (alias eth0 ne) lèei ston purăna na qrhsimopoiăsei ton ne driver giĹ th suskeuă eth0.

• H trÐth grammă (options ne io=0x300 irq=10) lèei ston ne driver se poia dieÔjunsh IO kai se poia IRQ ja brei thn ISA kĹrta. An èqete kai seic kĹrta ISA, pijanìtata prèpei na grĹyete miĹ parìmoia grammă sto arqeÐo. AplĹ, antikatastăste ton driver kai tic IO kai irq me ta antÐstoiqa giĹ thn kĹrta sac.

• H tètarth grammă (alias eth1 via-rhine) lèei ston purăna na qrhsimopoiăsei sthn kĹrta eth1 ton driver giĹ oloklhrwmèna via-rhine. Epeidă, tÿra, h eth1 kĹrta mou eÐnai PCI, den qreiĹzetai na grĹyw odhgÐec giĹ tic io kai irq : To uposÔsthma PCI rujmÐzei thn kĹrta autìmata.

Prèpei na bebaiwjeÐte ìti upĹrqoun grammèc alias kai giĹ tic duo kĹrtec sac sto arqeÐo conf.modules , kai na bĹlete tic swstèc grammèc epilogÿn giĹ ìlec tic ISA kĹrtec sac. MporeÐ kai na upĹrqoun ădh grammèc sto conf.modules, giĹ kĹje kĹrta ethernet pou rujmÐsate katĹ thn egkatĹstash

’Otan teleiÿsete th diìrjwsh tou conf.modules, xanadokimĹste tic entolèc ifconfig eth0 kai ifconfig eth1. ’Iswc sac qreiasteÐ na kĹnete kĹmposec dokimèc, an skalÐzete tic dieujÔnseic IO kai tic IRQs, qwrÐc na koitĹzete to egqeirÐdio tou kataskeuastă.

3.1.1 DÔo akribÿc Ðdiec kĹrtec diktÔou

EseÐc o xÔpnioc, pou agorĹsate dÔo akribÿc Ðdiec kĹrtec diktÔou, tÿra den mporeÐte na tic bĹlete na doulèyoun mazÐ; Mhn anhsuqeÐte, to n’ anagkastoÔn na sumbiÿsoun eÐnai aplĹ jèma swstăc sÔntaxhc twn grammÿn tou arqeÐou /etc/conf.modules. Sto parĹdeigmĹ mac, oi arijmoÐ IO dieujÔnsewn kai IRQ’s eÐnai aplĹ thc fantasÐac mac, allĹ ja upojèsw ìti agorĹsate èna tairiasmèno zeugĹri klÿnwn tou protÔpou NE2000 (prĹgma pou eÐnai miĹ sunhjismènh epilogă). To dikì sac arqeÐo /etc/conf.modules logikĹ moiĹzei kĹpwc ètsi :

alias eth0 ne alias eth1 ne options ne io=0x330,0x360 irq=7,9

Oi parĹmetroi dieujunsiodìthshc dÐdontai ìlec sthn Ðdia grammă, kai o prÿtoc arijmìc se kĹje parĹmetro anafèretai sthn eth0. O deÔteroc sthn eth1.

3.2 RujmÐzontac to eswterikì mèroc tou diktÔou

To "eswterikì" dÐktuo eÐnai autì, me to opoÐo epikoinwnoÔn ìloi oi H/U mac sto spÐti ă sto grafeÐo. To "exwterikì" dÐktuo eÐnai to megĹlo, tromaktikì Internet, sthn Ĺllh pleurĹ tou gateway H/U mac. GiĹ ton perissìtero qrìno, to eswterikì dÐktuo ja eÐnai plărwc apomonwmèno apì to exwterikì me th boăjeia tou gateway H/U, o opoÐoc ja energeÐ wc firewall mètriac isqÔoc.

3.2.1 H suskeuă diktÔou

MiĹ pou oi drivers sac douleÔoune tÿra, kai mporeÐte na deÐte kai thn eth0 kai thn eth1 me to ifconfig, ărje h stigmă na rujmÐsoume to eswterikì dÐktuo. Upojètw ìti ja bĹlete to eswterikì sac dÐktuo sthn eth1, kai to exwterikì dÐktuo sthn eth0.

To eswterikì sac dÐktuo ja eÐnai idiwtikăc qrăshc, kai Ĺra prèpei na to kĹnoume dÐktuo tètoiac morfăc : 192.168.1.0. Autì epÐshma lègetai "idiwtikì dÐktuo TĹxhc C", se perÐptwsh pou jèlete na entupwsiĹsete touc fÐlouc sac.

Prÿta, prèpei na bebaiwjoÔme ìti èqei energopoihjeÐ h diktÔwsh. AllĹxte to arqeÐo /etc/sysconfig/network, kai bebaiwjeÐte pwc perièqei tic exăc grammèc :

NETWORKING=yes FORWARD_IPV4=yes

H prÿth grammă lèei sto Linux pwc epijumoÔme h diktÔwsh na energopoieÐtai kateujeÐan me thn ekkÐnhsh tou H/U. H deÔterh grammă lèei sto Linux na energopoiăsei thn proÿjhsh arijmÿn IP (IP forwarding). Aută apaiteÐtai giĹ th rÔjmish tou maskarÐsmatoc (masquerading), pou ja poÔme sthn enìthta 4 tou HowTo.

ShmeÐwsh giĹ to RedHat : To RedHat 6.2 apaiteÐ allagèc sto arqeÐo /etc/sysctl.conf, giĹ na uposthrÐxei swstĹ to IP forwarding kai to masquerading. BebaiwjeÐte ìti upĹrqoun ki èqoun tic swstèc timèc paramètrwn oi akìloujec grammèc :

net.ipv4.ip_forward = 1 net.ipv4.ip_always_defrag = 1

’Olec oi rujmÐseic diktÔou giĹ to RedHat kai tic parĹgwgec dianomèc tou RedHat perièqontai se arqeÐa, sto directory /etc/sysconfig/network-scripts directory. KĹnte cd c’ autì to directory, kai ftiĹxte èna nèo arqeÐo, to ifcfg-eth1. Mèsa c’ autì grĹyte ta exăc :

DEVICE=eth1 IPADDR=192.168.1.1 ONBOOT=yes

Autìc o kÿdikac lèei sta scripts diktÔou na rujmÐsoun thn eth1 katĹ thn ekkÐnhsh, kai na thc dÿsoun miĹ sugkekrimènh dieÔjunsh IP. EnergopoieÐste tic nèec rujmÐseic sto dÐktuì sac me thn akìloujh entolă : /etc/rc.d/init.d/network restart

3.2.2 O DHCP server

Enac DHCP server apodÐdei autìmata dieujÔnseic IP stouc H/U pou brÐskontai sundedemènoi sto spitikì sac dÐktuo. EÐnai polÔ qrăsimoc, ìtan èqoume forhtoÔc H/U : MporoÔme aplĹ na sundèsoume touc forhtoÔc H/U sto dÐktuo, kai amèswc na diktuwjoÔn swstĹ. An den jèlete DHCP server sto eswterikì sac dÐktuo, na proqwrăsete sthn epìmenh enìthta.

Prÿta prèpei na bebaiwjeÐte ìti o DHCP server eÐnai egkatesthmènoc. KĹnte mount to CD tou Linux sac, kai egkatastăste to pakèto dhcp RPM. Tÿra, allĹxte to arqeÐo /etc/dhcpd.conf, kai prosjèste ta exăc (kai mìnon autĹ) :

subnet 192.168.1.0 netmask 255.255.255.0 { range 192.168.1.2 192.168.1.60; default-lease-time 86400; max-lease-time 86400; option routers 192.168.1.1; option ip-forwarding off;

option broadcast-address 192.168.1.255; option subnet-mask 255.255.255.0; }

An prìkeitai na stăsete ton Linux H/U sac san caching domain name server, dÿste thn akìloujh epilogă :

option domain-name-servers 192.168.1.1;

EĹn gnwrÐzete thn exwterikă DNS dieÔjunsă sac, kai den prìkeitai na qrhsimopoiăsete ton Linux H/U giĹ DNS, dÿste thn akìloujh epilogă (ìpou x.x.x.x kai y.y.y.y eÐnai arijmoÐ IP twn DNS servers) :

option domain-name-servers x.x.x.x, y.y.y.y;

EĹn prìkeitai na bĹlete thn koină qrăsh arqeÐwn me to prìtupo Samba ston Linux H/U sac (giĹ qĹrh twn H/U sac me Windows), prosjèste tic akìloujec grammèc, ÿste o Linux H/U na gÐnei o ex orismoÔ WINS kai browsing server :

option netbios-name-servers 192.168.1.1; option netbios-dd-server 192.168.1.1; option netbios-node-type 8; option netbios-scope "";

Oi rujmÐseic twn Samba kai WINS brÐskontai polÔ èxw apì ta ìria tou parìntoc keimènou. An qreiĹzeste kĹpoiec upodeÐxeic, xekinăste me to SMB HOWTO, kai suneqÐste apì ekeÐ.

UpĹrqoun akìmh lÐga bămata. Tÿra, anoÐxte to arqeÐo /etc/rc.d/init.d/dhcpd, kai yĹxte na breÐte thn exăc grammă :

/sbin/route add -host 255.255.255.255 dev eth1

Oi DHCP clients me Windows apaitoÔn ekpompă miac sugkekrimènhc dieÔjunshc stic apokrÐseic DHCP, kai h parapĹnw entolă anagkĹzei ton TCP/IP stack tou Linux na thn parĹgei. EĹn den mporeÐte na breÐte aută th grammă sto arqeÐo autì, prosjèste thn. An breÐte miĹ parìmoia grammă, bebaiwjeÐte ìti h suskeuă sthn opoÐa anafèretai, eÐnai h eth1.

To epìmeno băma eÐnai n’ allĹxoume to arqeÐo /etc/rc.d/init.d/dhcpd, ÿste na dèqetai san default th suskeuă eth1. Antikatastăste th grammă :

daemon /usr/sbin/dhcpd

me :

daemon /usr/sbin/dhcpd eth1

Tÿra eÐmaste ètoimoi na xekinăsoume to DHCP. Prÿta xekinĹme ton DHCP server, me thn entolă : /etc/rc.d/init.d/dhcpd start.

TelikĹ, prèpei na bebaiwjoÔme ìti o DHCP server ja xekinăsei katĹ thn epanekkÐnhsh. MerikĹ pakèta RPM tou DHCP server den perièqoun entolèc, pou na sigoureÔoun ìti o server ja xekinĹei kĹje forĹ, Ĺra prèpei na bebaiwjoÔme emeÐc ìti xekinĹei, dÐnontac thn entolă : chkconfig dhcpd on.

Aută h entolă kĹnei to RedHat na prosjèsei to script ekkÐnhshc tou dhcp sta diĹfora directories twn runlevels, kĹtw apì to /etc/rc.d. O DHCP server xekinĹei sta runlevels 3 kai 5 (multiuser konsìla kai multiuser X). Sta runlevels 0, 1 kai 6 (shutdown, monoqrhsÐa kai reboot), o DHCP server stamatĹei.

3.2.3 Oi client H/U

An èqete ădh rujmÐsei to DHCP, eÐnai polÔ eÔkolo na rujmÐsete kai touc client H/U sac : AplĹ energopoieÐste th rÔjmish tou DHCP. GiĹ H/U me Windows, autì shmaÐnei n’ anoÐxete ton PÐnaka RujmÐsewn ("Control Panel"), kai metĹ thn epilogă diktÔwshc ("Networking"). BreÐte to prwtìkollo "TCP/IP", kai bĹlte RÔjmish ("Configure"). KĹnte tsekĹrisma sto koutĹki, pou lèei na rujmÐsoume autìmata th dieÔjunsh TCP/IP ("Configure TCP/IP address automatically"), efarmìste tic allagèc sac, kai epanekkinăste.

Prin epanekkinăsete, ìmwc, ton server, mporeÐte na dÿsete kai thn exăc entolă : tail -f /var/log/messages. Aută parakoloujeÐ suneqÿc ta logs sto Linux. An ìla pĹne kalĹ, me thn epanekkÐnhsh twn Windows H/U sac ja deÐte na zhtĹne dieÔjunsh IP, kai o DHCP server n’ antapokrÐnetai. (H entolă tail -f termatÐzetai, an patăsoume Control-C.)

An den èqete rujmÐsei to DHCP, h rÔjmish exakoloujeÐ na paramènei eÔkolh. XananoÐxte th DiktÔwsh ("Networking") tou PÐnaka RujmÐsewn ("Control Panel"), kai epilèxte th rÔjmish tou prwtokìllou TCP/IP. MporeÐte na dÿsete stouc client H/U sac opoiadăpote dieÔjunsh tou diktÔou 192.168.1.0 , ektìc thc 192.168.1.0 (dhl. thc dieÔjunshc tou Ðdiou tou diktÔou), thc 192.168.1.255 (dhl. thc dieÔjunshc broadcast), ă thc 192.168.1.1 (thc dieÔjunshc tou Linux server H/U). Potè mh dÿsete thn Ðdia dieÔjunsh IP se dÔo H/U. KĹnte th dieÔjunsh "Gateway" 192.168.1.1, ÿste h kukloforÐa proc to èxw dÐktuo na pernĹei apì ton gateway H/U.

To IP Masquerading HOWTO èqei leptomereÐc plhroforÐec giĹ tic rujmÐseic twn clients, sto kefĹlaio twn rujmÐsewn.

GenikĹ, giĹ na rujmÐsoume ènan client H/U, eÐte energopoioÔme th rÔjmish DHCP, eÐte thc dÐnoume me to qèri miĹ dieÔjunsh sthn perioqă 192.168.1.x, me gateway 192.168.1.1 . O DNS server prèpei na eÐnai eÐte o 192.168.1.1, an trèqete ènan caching DNS server (dec parakĹtw), ă na kateujÔnei to DNS stic dieujÔnseic pou sac èdwse o Internet Provider sac.

3.2.4 O DNS server

RujmÐzontac ton Linux H/U sac san caching DNS server, ja kalutereÔsei (elafrĹ) thn taqÔthta serfarÐsmatoc, epeidă oi suqnăc qrăshc dieujÔnseic DNS ja kasaristoÔn mèsa sto dÐktuì sac, kai den ja tic paÐrnete kĹje forĹ ap’ èxw.

EĹn endiafèreste na ulopoiăsete èna plărec DNS, upĹrqoun pollĹ sÔnjeta prĹgmata pou prèpei na mĹjete. UpĹrqei èna DNS HOWTO diajèsimo, kai to biblÐo DNS and BIND apoteleÐ miĹ kală (kai polÔ katanohtă) graptă phgă anaforĹc.

GiĹ na ekmetalleutoÔn ton caching server oi client H/U sac, prèpei na rujmistoÔn, ÿste na qrhsimopoiăsoun th Linux gateway wc ton prwteÔonta DNS server touc. ’Ena trìpoc giĹ na gÐnei autì, eÐnai oi kateujuntăriec entolèc giĹ to DHCP, pou dÐdontai sthn enìthta 3.2.2 . An rujmÐzete me to qèri touc client H/U sac, mporeÐte n’ allĹxete tic rujmÐseic tou DNS me ton Ðdio trìpo pou qrhsimopoiăsate giĹ na grĹyete th dieÔjunsh IP.

GiĹ na egkatastăsete ton DNS server, prÿta egkatastăste to pakèto bind RPM, kai metĹ to caching-nameserver RPM. S’ autì to shmeÐo, èqoume sqedìn teleiÿsei.

O caching server ja doulèyei miĹ qarĹ me ton trìpo pou ton egkatastăsame. Wstìso, an gnwrÐzete tic dieujÔnseic IP twn DNS servers tou Internet Provider sac (sto exăc "ISP" - c.t.m.), mporeÐte n’ auxăsete akìmh lÐgo thn apìdosh, allĹzontac to arqeÐo /etc/named.conf, kai prosjètontac thn exăc grammă metĹ th grammă directory (ìpou x.x.x.x kai y.y.y.y eÐnai antÐstoiqa o prwteÔwn kai o deutereÔwn DNS servers) :

forwarders { x.x.x.x; y.y.y.y; };

Aută h allagă kĹnei ton DNS server prÿta na rwtĹei touc DNS servers tou ISP, prin diasqÐsei to Internet yĹqnontac giĹ miĹ sugkekrimènh dieÔjunsh. Oi servers tou ISP sunăjwc èqoune pĹra pollèc dieujÔnseic kasarismènec, kai epomènwc mporoÔn na dÿsoun taqÔterh apĹnthsh ap’ ì,ti ja mporoÔse o dikìc sac server.

O daemon named eÐqe kĹpoia problămata asfĹleiac to prohgoÔmeno 12mhno, Ĺra eÐnai polÔ shmantikì to na èqete thn plèon prìsfath èkdosh, kai na kĹnete kĹpoiec allagèc stic ex orismoÔ rujmÐseic, ÿste n’ auxăsete thn asfĹleia tou sustămatoc.

1. Elègxte thn èkdosh tou bind sac, kai bebaiwjeÐte ìti eÐnai toulĹqiston h 8.2.2. PhgaÐnete sto site Ananeÿseic tou RedHat, ă sto Ananeÿseic tou Mandrake, ÿste na yĹxete giĹ thn pio prìsfath èkdosh.

2. PeriorÐste thn prìsbash ston name server sac, ÿste na thn èqei mìno to topikì dÐktuo. Prosjèste th grammă allow-query { 192.168.1/24; 127.0.0.1/32; }; sto arqeÐo /etc/named.conf, metĹ th grammă forwarders.

3. ApofÔgete na trèqete ton name server sac wc root. EĹn o server trèqei wc root, èna qĹkema tou server ja dÿsei ston qĹker ta pronìmia tou root. An trèqete ton server wc qrăsthc qwrÐc pollĹ dikaiÿmata, pq san nobody, ja qamhlÿsete to epÐpedo kindÔnou qakèmatoc tou name server. GiĹ na trèxete ton name server wc nobody, diorjÿste to arqeÐo /etc/rc.d/init.d/named, kai allĹxte th grammă daemon named se daemon named -u nobody -g nobody.

BebaiwjeÐte ìti o DNS server sac ja energopoihjeÐ me to bootĹrisma : chkconfig named on. PĹli, autì sigoureÔei ìti o server ja xekinăsei sta sunhjismèna runlevels (3 kai 5) katĹ to bootĹrisma.

EntĹxei, tÿra mporeÐte na xekinăsete ton DNS server sac : /etc/rc.d/init.d/named start

3.2.5 TestĹrontac to eswterikì dÐktuo

To DNS den ja doulèyei mèqri na rujmÐsoume to exwterikì dÐktuo, (miĹ pou prèpei na epikoinwnăsei me Ĺllouc DNS servers epĹnw sto Internet), allĹ me to prìgramma ping mporoÔme na testĹroume thn basikă eswterikă sÔndesh.

AnoÐxte èna parĹjuro termatikoÔ (MS-DOS) c’ ènan apì touc client H/U sac, kai dÿste : ping 192.168.1.1. Aută h entolă ja stèlnei se taktikĹ qronikĹ diastămata pakèta proc ton Linux H/U sac, ki autìc ja ta xanastèlnei pÐsw. An ìla douleÔoun swstĹ, ja blèpete èna sÔnolo qrìnwn epistrofăc twn pakètwn.

3.3 RujmÐzontac to exwterikì dÐktuo

Tÿra eÐmaste ètoimoi na rujmÐsoume to exwterikì dÐktuo. Merikèc forèc autì ja eÐnai dÔskolo, anĹloga me to pìso kalĹ uposthrÐzei to Linux o ISP sac. An èqete duskolÐec, upĹrqei to ADSL mini-HOWTO, pou kalÔptei ta jèmata thc sÔndeshc ADSL arketĹ leptomereiakĹ. EĹn brw kai kanèna Cable Modem HOWTO, ja bĹlw link kai gi’ autì.

To kÔrio prìblhma me tic perissìterec exwterikèc sundèseic eÐnai to na pĹreic miĹ dieÔjunsh IP. MerikoÐ ISPs dÐnoun statikèc dieujÔnseic IP se sundromhtèc me sÔndesh cable (kalwdiakì) modem ă ADSL, kai c’ aută thn perÐptwsh h rÔjmish eÐnai eÔkolh. Wstìso, oi perissìteroi ISPs èqoune plèon prosanatolisteÐ se dunamikă sÔndesh mèsw (swstĹ mantèyate!) DHCP. Autì shmaÐnei ìti o Linux H/U sac ja eÐnai DHCP server sthn kĹrta diktÔou eth1 interface, kai DHCP client sthn kĹrta diktÔou eth0.

Epiplèon, polloÐ ISPs parèqoun tic uphresÐec touc me exeidikeumèno trìpo, pou proôpojètei ìti oi pelĹtec touc qrhsimopoioÔn Windows. Merikèc ap’ autèc tic periptÿseic ja suzhthjoÔn sto tèloc thc enìthtac 3.3.2. .

3.3.1 Me statikă dieÔjunsh IP

EĹn o ISP sac sac èdwse statikă dieÔjunsh IP, èqete xenoiĹsei. FtiĹxte èna nèo arqeÐo rujmÐsewn thc sÔndeshc, to /etc/sysconfig/network-scripts/ifcfg-eth0, kai bĹlte ta exăc mèsa tou :

DEVICE=eth0 IPADDR=x.x.x.x NETMASK=y.y.y.y ONBOOT=yes

AplĹ antikatastăste ta x.x.x.x kai y.y.y.y me tic timèc pou sac èdwse o ISP. Tÿra, diorjÿste to arqeÐo /etc/resolv.conf, kai grĹyte tic akìloujec grammèc :

search provider_domain_here nameserver n.n.n.n nameserver m.m.m.m

To provider_domain prèpei kanonikĹ na sac to dÿsei o ISP sac. EpÐshc, bĹlte touc prwteÔonta kai deutereÔonta DNS servers stic grammèc n.n.n.n kai m.m.m.m . An èqete rujmÐsei ton Linux H/U san DNS server, prosjèste miĹ grammă prin tic grammèc giĹ touc Ĺllouc nameservers : nameserver 127.0.0.1. Aută ja kĹnei ton Linux server na qrhsimopoiăsei ton caching server, prin zhtăsei apì touc exwterikoÔc servers plhroforÐec giĹ DNS.

3.3.2 Me to DHCP

An o ISP sac èqei rujmisteÐ wc DHCP, prèpei na ftiĹxete èna nèo arqeÐo rujmÐsewn thc sÔndeshc, to /etc/sysconfig/network-scripts/ifcfg-eth0, kai prosjèste tou ta exăc :

DEVICE=eth0 BOOTPROTO=dhcp ONBOOT=yes

Tÿra, bebaiwjeÐte ìti o dhcpcd client daemon eÐnai egkatesthmènoc sto sÔsthmĹ sac. PhgaÐnete sta Linux CD sac, ki egkatastăste to pakèto dhcpcd RPM.

’Eftase loipìn h stigmă na dokimĹsoume tic rujmÐseic tou nèou mac diktÔou. AplĹ dÐnoume thn entolă /etc/rc.d/init.d/network restart. MetĹ, me ping kĹnoume dokimă thc exwterikăc sÔndeshc. KĹnoume ping c’ ènan H/U sto Internet, san ton www.yahoo.com, kai perimènoume măpwc epistrèyei kĹpoio pakèto.

3.3.3 Paraxenièc kai anwmalÐec

H katĹstash me to dÐktuì sac mporeÐ na eÐnai diaforetikă apì ta aplĹ paradeÐgmata pou perigrĹfontai parapĹnw. IdoÔ merikèc sÔntomec parathrăseic epĹnw stic diĹforec duskolÐec, kai links kai dieujÔnseic proc perissìtero ègkurec phgèc. Euqaristÿ ton John Mellor, pou mou èdwse ta links kai thn ÿjhsh na prosjèsw autăn thn enìthta.

PPP epĹnw se Ethernet (PPPoE) MerikoÐ ADSL providers (pq h Bell Atlantic) epimènoun teleutaÐa na sundèontai oi nèoi touc pelĹtec mèsw tou prwtokìllou "PPP over Ethernet" (PPPoE). GiĹ ton skopì autì, dÐnoune stouc nèouc sundromhtèc èna client prìgramma giĹ Windows : kĹti ìqi idiaÐtera qrăsimo se qrăstec Linux. Eutuqÿc, ìmwc, to PPPoE eÐnai èna aplì prwtìkollo, kai gÐnontai ădh pollèc prospĹjeiec na uposthriqjeÐ kai apì to Linux.

• O anagnÿsthc Kerr First sunistĹ ènjerma to Roaring Penguin PPPoE Client.

• UpĹrqei kai to PPPoE on Linux for Bell Sympatico,

• kai ta General Info kai Linux Info.

QazĹ kìlpa me to DHCP ’Ena apì ta agaphmèna kìlpa twn ISPs eÐnai to na se sundèoun m’ èna kai monadikì host name, ă akìmh kai me mÐa kai monadikă kĹrta prìsbashc sto dÐktuo. Autì upojetikĹ gÐnetai giĹ na c’ empodÐsei na bĹzeic polloÔc H/U sto dÐktuì sou, me th qrăsh hub. (FusikĹ, me qrăsh Linux kai masquerading èqoume to Ðdio apotèlesma me kalÔterh asfĹleia, kai o ISP den diajètei trìpo na gnwrÐzei an ègine autì!!)

EĹn o ISP sac èdwse èna host name, kai epèmeine na dÿsete ston Windows H/U sac autì to ìnoma, ÿste na sac afăsei na qrhsimopoiăsete th sÔndesh, tìte prèpei na sigoureuteÐte ìti o Linux H/U sac stèlnei prÿta autì to host name, ìtan zhtĹei miĹ dieÔjunsh apì ton DHCP server.

’Otan bĹzete dhcp sto BOOTPROTO, sto arqeÐo rujmÐsewn thc sÔndeshc, kaleÐtai men o RedHat DHCP client, allĹ qwrÐc n’ anafèretai se kĹpoio host name. GiĹ na kaleÐte to prìgramma me host name sto RedHat 6.1, diorjÿste to arqeÐo /etc/sysconfig/network, kai allĹxte th grammă :

HOSTNAME=

ÿste na grĹfei :

HOSTNAME=your_isp_assigned_name

Autì mporeÐ na mh doulèyei se merikèc parallagèc tou RedHat. An den doulèyei, elègxte to /sbin/ifup script kai koitĹxte an oi klăseic twn dhcpcd kai pump perilambĹnoun miĹ parĹmetro -h $HOSTNAME. An ìqi, prosjèste thn, ÿste oi klăseic na gÐnoun kĹpwc ètsi : /sbin/dhcpcd -i $DEVICE -h $HOSTNAME kai /sbin/pump -i $DEVICE -h $HOSTNAME.

H etairÐa Road Runner H etairÐa kalwdiakÿn sundèsewn Road Runner èqei miĹ eidikă diadikasÐa login, pou prèpei na trèxei prin qrhsimopoihjeÐ o server. Eutuqÿc, upĹrqei èna leptomerèc Linux Road Runner HOWTO.

3.3.4 KoitĹzontac tic rujmÐseic tou diktÔou

Tÿra, mporeÐte na jaumĹsete to èrgo sac. Dÿste ifconfig, giĹ na deÐte ìlec tic rujmismènec suskeuèc sac. Ston dikì mou gateway H/U, paÐrnw ta exăc :

eth0 Link encap:Ethernet HWaddr 00:60:67:4A:02:0A

inet addr:24.65.182.43 Bcast:24.65.182.255 Mask:255.255.255.0 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:487167 errors:0 dropped:0 overruns:0 frame:0

TX packets:467064 errors:0 dropped:0 overruns:0 carrier:0 collisions:89 txqueuelen:100 Interrupt:10 Base address:0xe400 eth1 Link encap:Ethernet HWaddr 00:80:C8:D3:30:2C

inet addr:192.168.1.1 Bcast:192.168.1.255 Mask:255.255.255.0 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:284112 errors:0 dropped:0 overruns:0 frame:1 TX packets:311533 errors:0 dropped:0 overruns:0 carrier:0 collisions:37938 txqueuelen:100 Interrupt:5 Base address:0xe800 lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0 UP LOOPBACK RUNNING MTU:3924 Metric:1 RX packets:12598 errors:0 dropped:0 overruns:0 frame:0 TX packets:12598 errors:0 dropped:0 overruns:0 carrier:0 collisions:0 txqueuelen:0

Shmeiÿste ìti h kĹrta eth0 èqei miĹ entupwsiakă exwterikă dieÔjunsh IP, kai h kĹrta eth1 miĹ idiwtikă eswterikă dieÔjunsh.

MporeÐte na deÐte ta routes tou diktÔou, dÐnontac thn entolă route. Ston gateway H/U mou, paÐrnw èna mănuma san autì :

Kernel IP routing table Destination Gateway Genmask Flags Metric Ref Use Iface 255.255.255.255 * 255.255.255.255 UH 0 0 0 eth1 192.168.1.0 * 255.255.255.0 U 0 0 0 eth1 24.65.182.0 * 255.255.255.0 U 0 0 0 eth0 127.0.0.0 * 255.0.0.0 U 0 0 0 lo default 24.65.182.1 0.0.0.0 UG 0 0 0 eth0

Edÿ mporoÔme na doÔme ìti to exwterikì dÐktuo eÐnai rujmismèno, to eswterikì dÐktuo eÐnai rujmismèno, h topikă suskeuă epÐshc, h eidikă dieÔjunsh broadcast 255.255.255.255 epÐshc, kai to default route eÐnai rujmismèno na deÐqnei thn gateway tou ISP. Tèleio!

Tÿra èqoume kai ta èxw, kai ta mèsa. Apomènei n’ anoÐxoume thn pìrta metaxÔ touc. Wstìso, prÿta prèpei na bebaiwjoÔme ìti den mporoÔn na mpoun mèsa tÐpote tèrata ap’ èxw.

3.4 AsfĹleia

’Ena apì ta meionektămata thc mìnimhc sÔndeshc sto Internet mèsw ADSL ă kalwdiakoÔ modem, eÐnai pwc o H/U mac eÐnai ektejeimènoc se pijanèc apeilèc thc asfĹleiĹc tou 24 ÿrec th mèra, 7 mèrec thn ebdomĹda. H qrăsh tou Linux wc gateway periorÐzei to rÐsko, epeidă krÔbei ìlouc touc upìloipouc H/U sto dÐktuì sac : ’Oson aforĹ to upìloipo Internet, sundedemènoc eÐnai mìnon o Linux H/U sac. Autì shmaÐnei ìti to dÐktuì sac mporeÐ na eÐnai tìso sÐgouro, ìso o Linux H/U sac, epomènwc c’ autì to shmeÐo ja sac dÿsw merikèc basikèc sumboulèc, giĹ na ton kĹnete asfalèstero.

4. RujmÐseic maskarÐsmatoc (masquerading) 15

Prÿta, prèpei na kleÐsete èxw ìlouc touc kakoÔc. GiĹ na gÐnei autì, diorjÿste to arqeÐo /etc/hosts.deny, kai bebaiwjeÐte ìti ègine akribÿc ìpwc parakĹtw : # # hosts.deny \textgreek{Aut’o} \textgreek{to} \textgreek{arqe’io} \textgreek{perigr’afei} \textgreek{ta} \textgreek{on’omata} \textgreek{twn} host \textgreek{H}/\textgreek{U}, \textgreek{pou} # *\textgreek{den}* \textgreek{epitr’epetai} \textgreek{na} \textgreek{qrhsimopoio’un} \textgreek{tic} \textgreek{topik’ec} \textgreek{uphres’iec} # INET, \textgreek{’opwc} \textgreek{kajor’izetai} \textgreek{ap’o} \textgreek{ton} "/usr/sbin/tcpd" server. # # \textgreek{H} \textgreek{gramm’h} \textgreek{gi’a} \textgreek{ton} portmap \textgreek{e’inai} \textgreek{peritt’h}, \textgreek{all’a} \textgreek{af’hnetai} \textgreek{gi’a} # \textgreek{na} \textgreek{sac} \textgreek{jum’izei} \textgreek{’oti} \textgreek{o} \textgreek{n’eoc} \textgreek{asfal’hc} portmap \textgreek{qrhsimopoie’i} \textgreek{to} # hosts.deny \textgreek{kai} \textgreek{to} hosts.allow . \textgreek{Eidik’otera}, \textgreek{ja} \textgreek{’eprepe} \textgreek{na} # \textgreek{gnwr’izete} \textgreek{’oti} \textgreek{to} NFS \textgreek{qrhsimopoie’i} \textgreek{ton} portmap! ALL: ALL

Ta parapĹnw lène stouc "TCP wrappers" (oi opoÐoi elègqoun to 95% twn eiserqomènwn sundèsewn) na arnhjoÔn kĹje sÔndesh apì kĹje host H/U. Aută eÐnai arketĹ kală apagìreush! AllĹ epÐshc ja sac empodÐsei kai na sundejeÐte me ton Linux H/U sac apì to eswterikì spitikì sac dÐktuo, prĹgma enoqlhtikì. Epomènwc, ja kĹnoume miĹ exaÐresh. Diorjÿnoume to arqeÐo /etc/hosts.allow, kai to kĹnoume akribÿc ètsi : # # hosts.allow \textgreek{Aut’o} \textgreek{to} \textgreek{arqe’io} \textgreek{perigr’afei} \textgreek{ta} \textgreek{on’omata} \textgreek{twn} host \textgreek{H}/\textgreek{U}, \textgreek{pou} # \textgreek{touc} \textgreek{epitr’epetai} \textgreek{na} \textgreek{qrhsimopoio’un} \textgreek{tic} \textgreek{topik’ec} \textgreek{uphres’iec} # INET, \textgreek{’opwc} \textgreek{kajor’izetai} \textgreek{ap’o} \textgreek{ton} "/usr/sbin/tcpd" server. # ALL: 127.0.0.1 ALL: 192.168.1.

Ta parapĹnw lène stouc "TCP wrappers" ìti mporoÔn na epitrèyoun sundèseic proc ìlec tic uphresÐec thc topikăc suskeuăc (local device, 127.0.0.1), kai proc to spitikì dÐktuo (192.168.1.) .

Tÿra èqete kleidÿsei ta tèrata èxw, me isqurì loukèto. An jèlete na bĹlete mpĹrec kai sunagermoÔc, prèpei na èqete polÔ perissìterec gnÿseic. To Security HOWTO eÐnai èna kalì mèroc giĹ n’ arqÐsete to diĹbasma, an jèlete na mĹjete perissìtera giĹ to pÿc n’ asfalÐzete ton Linux H/U sac.

4 RujmÐseic maskarÐsmatoc (masquerading)

’Ola kalĹ! Ta prokatarktikĹ teleiÿsane, ki edÿ akribÿc arqÐzei h mageÐa. To maskĹrisma IP eÐnai mÐa apì tic pragmatikĹ magikèc eukolÐec tou Linux. UpĹrqoun emporikĹ proðìnta giĹ ta Windows, pou kĹnoune to Ðdio prĹgma, allĹ ìqi tìso apotelesmatikĹ. Enac arqaÐoc 386 mporeÐ miĹ qarĹ na kĹnei maskĹrisma IP giĹ èna olìklhro grafeÐo mesaÐou megèjouc, allĹ den mporeÐ kan na trèxei Windows 95 - ac afăsoume katĹ mèroc to prìgramma maskarÐsmatoc giĹ Windows. (San usterìgrafo, diĹbasa se prìsfatec eidăseic ìti ta Windows 2000 ja uposthrÐzoun "koină qrăsh sundèsewn" qwrÐc epiprìsjeto software. FaÐnetai ìti oi etairÐec pou pouloÔsan progrĹmmata koinăc qrăshc sundèsewn, "agkaliĹsthkan apì kai plĹtunan me th boăjeia thc" MicroSoft. Wstìso, den ja sunistoÔsa na dokimĹsete Windows 2000 epĹnw se 386.)

To Linux diajètei miĹ tromerĹ euèlikth ikanìthta firewalling, thn opoÐa kai ja qrhsimopoiăsoume edÿ me ton plèon aplì kai qondroeidă trìpo. An epijumeÐte na kĹnete firewalling san eidikìc sto jèma, prèpei na diabĹsete to Firewalling HOWTO giĹ katanìhsh thc jewrÐac, kai to IPChains HOWTO giĹ odhgÐec epĹnw sto nèo ergaleÐo firewalling, to ipchains, pou pĹei mazÐ me ton purăna 2.2.x tou Linux (kai, kat’ epèktash, tou RedHat 6.x). EpÐshc, eÐnai diajèsimo sămera kai to polÔ kalì IP Masquerading HOWTO, pou kalÔptei me perissìterec leptomèreiec ta kìlpa tou maskarÐsmatoc.

EÐnai pĹra polÔ eÔkolo to na rujmÐsoume èna aplì maskĹrisma, apì th stigmă pou ja douleÔoun kai to eswterikì kai to exwterikì dÐktuo. Diorjÿnoume to arqeÐo /etc/rc.d/rc.local, kai prosjètoume tic exăc grammèc sto tèloc tou :

# 1) \textgreek{Adei’azoume} \textgreek{touc} \textgreek{p’inakec} \textgreek{kan’onwn}. /sbin/ipchains -F input /sbin/ipchains -F forward /sbin/ipchains -F output # 2) \textgreek{Or’izoume} \textgreek{touc} \textgreek{qronismo’uc} MASQ \textgreek{kai} \textgreek{epitr’epoume} \textgreek{na} \textgreek{mpoun} \textgreek{pak’eta} \textgreek{gi’a} # \textgreek{r’ujmish} \textgreek{tou} DHCP. /sbin/ipchains -M -S 7200 10 60 /sbin/ipchains -A input -j ACCEPT -i eth0 -s 0/0 68 -d 0/0 67 -p udp # 3) \textgreek{Arno’umaste} \textgreek{thn} \textgreek{pro’wjhsh} \textgreek{’olwn} \textgreek{twn} \textgreek{pak’etwn}, \textgreek{ekt’oc} \textgreek{’oswn} \textgreek{e’inai} \textgreek{tou} # \textgreek{topiko’u} \textgreek{dikt’uou}. \textgreek{Aut’a} \textgreek{ta} \textgreek{mask’aroume}. /sbin/ipchains -P forward DENY /sbin/ipchains -A forward -s 192.168.1.0/24 -j MASQ # 4) \textgreek{Fort’wnoume} modules \textgreek{pro’wjhshc} \textgreek{gi’a} \textgreek{eidiko’uc} \textgreek{skopo’uc}. /sbin/modprobe ip_masq_ftp /sbin/modprobe ip_masq_raudio

Oi teleutaÐec dÔo grammèc eisĹgoun modules tou purăna, pou epitrèpoun na douleÔoun to FTP kai to RealAudio stouc H/U tou eswterikoÔ diktÔou. UpĹrqoun ki Ĺlla modules giĹ eidikèc uphresÐec, pou mporeÐte na ta skalÐsete, an ta qreiasteÐte potè :

• CUSeeMe (/sbin/modprobe ip_masq_cuseeme)

• Internet Relay Chat (/sbin/modprobe ip_masq_irc)

• Quake (/sbin/modprobe ip_masq_quake)

• VDOLive (/sbin/modprobe ip_masq_vdolive)

Tÿra eÐsaste ètoimoi na dokimĹsete to maskĹrisma! Trèxte to rc.local script me thn entolă /etc/rc.d/rc.local, kai fÔgate! KajÐste se kĹpoion Ĺllon H/U sac, kai dokimĹste lÐgo serfĹrisma sto Internet. Me lÐgh tÔqh, ìla tÿra eÐnai kurilè!

5 Problămata

UpĹrqoun èna swrì prĹgmata pou mporeÐ na mhn pĹne kalĹ me thn efarmogă twn odhgiÿn enìc aploÔ keimènou san autì edÿ, epeidă upĹrqoun pollèc eidikèc periptÿseic. H pleioyhfÐa twn pijanÿn problhmĹtwn estiĹzetai sth rÔjmish tou eswterikoÔ kai tou exwterikoÔ diktÔou. Ja prospajăsw n’ apantÿ se anagnÿstec me problămata, na katanoÿ to tÐ den păge kalĹ, kai na prosjètw links edÿ sto tèloc, ÿste ìsoi èqoune eidikăc morfăc problămata, na mporoÔn na broun boăjeia. Epikoinwnăste eleÔjera mazÐ mou sto pramsey@refractions.net.

5.1 To ICQ den douleÔei

MerikĹ kommĹtia tou ICQ douleÔoun miĹ qarĹ me to maskĹrisma. KĹpoia Ĺlla den douleÔoun kajìlou kalĹ. Wstìso, upĹrqei èna beta quality ICQ module upì anĹptuxh, pou asqoleÐtai me merikèc (allĹ ìqi ìlec) apì tic elleÐyeic thc leitourgÐac tou ICQ mazÐ me maskĹrisma. To arqeÐo README mèsa ston kÿdika source, perigrĹfei pÿc na kĹnete compile to module. AfoÔ to kĹnete compile kai to egkatastăsete, kalèste to : /sbin/modprobe ip_masq_icq.

5.2 ’Eqw Caldera 2.x, ìqi RedHat 6.x

Loipìn, prÿta ta sugqarhtăriĹ mou pou th spĹte sth mìda! DeÔteron, o Nelson Gibbs (ngibbs@pacbell.net) stèlnei kalĹ nèa, epeidă oi perissìterec apì tic odhgÐec efarmìzontai kai sto dikì sac Linux. Wstìso, upĹrqoun merikèc shmantikèc allagèc pou prèpei na kĹnete :

1. MiĹ dălwsh GATEWAY=xxx.xxx.xxx.xxx sto arqeÐo /etc/sysconfig/network-scripts/ifcfg-eth0 & eth1 giĹ th sÔndesh (h topikă sÔndesh qrhsimopoieÐ th dieÔjunsh IP thc makrinăc sÔndeshc, kai h makrină sÔndesh qrhsimopoieÐ to IP thc gateway tou ISP).

2. BebaiwjeÐte ìti to /etc/sysconfig/daemons/dhcpd script deÐqnei to ROUTE_DEVICE wc eth1, ìqi eth0.

3. To /etc/dhcpd.conf apaiteÐ miĹ dălwsh upodiktÔou (subnet) kai giĹ tic dÔo kĹrtec. Den xèrw akribÿc to giatÐ, kajÿc èkana th deÔterh dălwsh : subnet 216.102.154.201 netmask 255.255.255.255 { } qwrÐc Ĺllec paramètrouc, kai o DHCP server akoÔei kai stèlnei stic eth0 kai eth1, kajÿc kai sthn epistrofă (fallback). O DHCP server bgĹzei mănuma sfĹlmatoc, eĹn orÐsoume mìno to èna upodÐktuo.

4. Mhn prosjèsete host route 255.255.255.255, to /etc/rc.d/init.d/dhcpd script pou qrhsimopoieÐ h Caldera diorjÿnei to prìblhma apì mìno tou. BebaiwjeÐte pwc allĹxate ìlec tic anaforèc sto eth0 tou script se eth1.

5.3 Jèlw ènac apì touc eswterikoÔc H/U mou na gÐnei o Web server mou

PaneÔkolo! Wstìso, prèpei na èqete statikă dieÔjunsh IP, giĹ na èqoun apotèlesma autèc oi aplèc odhgÐec. EĹn èqete dunamikă dieÔjunsh IP, ja qreiasteÐte akìmh kĹmposh douleiĹ sta scripts, giĹ na sigourèyete to ìti h IP dieÔjunsă sac ananeÿnetai me tic entolèc proÿjhshc pakètwn, ìtan h dieÔjunsh allĹzei.

Na jumĹste ìti h proÿjhsh miac exwterikăc jÔrac proc ènan eswterikì H/U metatrèpei ton "eswterikì" H/U se ligìtero "eswterikì" ap’ ì,ti prin, allĹ mporeÐ na gÐnei diafanÿc kai me elĹqisth ptÿsh thc apìdoshc. ’Ena apì ta pleonektămata tou kÿdika maskarÐsmatoc mèsa ston purăna tou Linux, eÐnai h ikanìthta na kĹnoume merikĹ entupwsiakĹ prĹgmata me ta pakèta pou ftĹnoune sto epÐpedo tou diktÔou, kai h utility ipmasqadm grĹfthke giĹ na ekmetalleuteÐ akribÿc autĹ.

GiĹ kĹpoio lìgo, h ipmasqadm den sumperilambĹnetai se ìlec tic parallagèc tou RedHat kai tou Mandrake, Ĺra mĹllon prèpei na thn pĹroume apì to web site tou programmatistă thc - upĹrqei èna pakèto RPM diajèsimo ekeÐ, kajÿc kai o source kÿdikac.

AfoÔ pĹrete to RPM, egkatastăste to, kai metĹ prosjèste tic exăc grammèc sto /etc/rc.d/rc.local arqeÐo sac :

/usr/sbin/ipmasqadm portfw -f /usr/sbin/ipmasqadm portfw -a -P tcp -L x.x.x.x 80 -R 192.168.1.x 80

H prÿth entolă adeiĹzei touc kanìnec proÿjhshc jÔrac (port forwarding rules), kai h deÔterh prosjètei miĹ proÿjhsh apì th jÔra 80 thc exwterikăc sÔndeshc proc th jÔra 80 tou eswterikoÔ H/U. Shmeiÿste ìti h exwterikă statikă dieÔjunsh IP pĹei sth jèsh tou x.x.x.x , kai h dieÔjunsh IP tou eswterikoÔ H/U pĹei sth jèsh tou 192.168.1.x .

Tÿra, oi exwterikèc aităseic giĹ th jÔra 80 ja staloÔn diafanÿc sth jÔra 80 tou eswterikoÔ mhqanămatoc. Shmeiÿste ìti den mporeÐte na to testĹrete autì me telnet, ă me sÔndesh sth jÔra 80 thc gateway sac apì ènan apì touc eswterikoÔc H/U sac : O prowjhtăc jÔrac apokrÐnetai mìno se eiserqìmenec aităseic proc thn exwterikă sÔndesh.