NFS HOWTO

Nicolai Langfeldt janl@linpro.no v1.0, 1 OktwbrÐou 1999

Pÿc na stănoume NFS servers kai clients.

Contents

1 Prolegìmena 2 1.1 NomikĹ jèmata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 1.2 Apokăruxh . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1.3 AnĹdrash . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1.4 ’Alla jèmata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1.5 Afièrwsh . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 README.first 3

3 Stănontac ènan NFS server 4 3.1 ProapaitoÔmena . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3.2 Prÿto băma . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3.3 O portmapper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3.4 Oi mountd kai nfsd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

4 RujmÐzontac ton NFS client 6 4.1 Epilogèc sto mount . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 4.2 Beltistopoiÿntac to NFS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

5 To NFS mèsw argÿn grammÿn 9

6 AsfĹleia kai NFS 10 6.1 H asfĹleia tou client . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11 6.2 H asfĹleia tou server : O nfsd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 6.3 H asfĹleia tou server : O portmapper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 6.4 To NFS kai ta firewalls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14 6.5 PerÐlhyh . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

7 H lÐsta pijanÿn problhmĹtwn sto mounting tou NFS 15

1. Prolegìmena 2

8 FAQs 16

9 KĹnontac export se filesystems 18 9.1 IRIX, HP-UX, Digital-UNIX, Ultrix, SunOS 4 (Solaris 1), AIX . . . . . . . . . . . . . . . . . 18 9.2 Solaris 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

10 To NFS sto Linux 2.2 19 10.1 O client . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 10.2 O server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

11 NFS server se miĹ diskèta 21 11.1 Eisagwgă . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21 11.2 ProsdokÐec . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21 11.3 Apaităseic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22 11.4 Stăsimo tou server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22 11.4.1 EkkÐnhsh tou proswrinoÔ NFS server . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22 11.4.2 KĹnoume mount sth diskèta kai sto cd-rom . . . . . . . . . . . . . . . . . . . . . . . . 22 11.4.3 Stănoume th diktÔwsh ston proswrinì server . . . . . . . . . . . . . . . . . . . . . . . 22 11.4.4 RujmÐzoume thn koină qrăsh tou NFS . . . . . . . . . . . . . . . . . . . . . . . . . . . 23 11.5 Trèqoume ton NFS server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23 11.5.1 EntĹxei, xekinĹme thn egkatĹstash . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23 11.6 EpÐlush problhmĹtwn . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23 11.6.1 TÐpote edÿ akìmh . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23 11.7 Proc enèrgeia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 11.7.1 Diskèta DOS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 11.7.2 Entolèc rpc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

12 PC-NFS 24

1 Prolegìmena

1.1 NomikĹ jèmata

(C)opyright 1997-1999 Nicolai Langfeldt kai Ron Peters. Mhn tropopoieÐte to copyright. DianeÐmete eleÔjera to keÐmeno, allĹ diathrăste autăn edÿ thn parĹgrafo. H enìthta me tic FAQ (suqnèc erwtăseic) basÐzetai se NFS FAQs, pou sugkèntrwse o Alan Cox. H enìthta me th lÐsta elègqou basÐzetai se miĹ lÐsta problhmĹtwn sto mount, pou epimelăjhke h IBM Corporation. H enìthta nfs-server-on-a-floppy grĹfhke apì ton by Ron Peters.

2. README.first 3

1.2 Apokăruxh

OÔte oi Nicolai Langfeldt kai Ron Peters, oÔte oi ergodìtec touc, ă opoiosdăpote Ĺlloc, mporoÔn n’ analĹboun opoiadăpote eujÔnh giĹ to tÐ ja mporoÔse na sumbeÐ, eĹn akoloujăsete tic odhgÐec autoÔ tou keimènou. EĹn se opoiadăpote perÐptwsh protimăsete n’ akoloujăsete tic odhgÐec, kală tÔqh!

1.3 AnĹdrash

Epeidă autì potè den ja eÐnai èna oristikì keÐmeno, parakalÿ steÐlte mou e-mail sqetikĹ me ta problămatĹ sac kai tic epituqeÐc lÔseic sac, diìti mporoÔn na kĹnoun autì to keÐmeno èna kalÔtero HOWTO. Parakalÿ, steÐlte qrămata, sqìlia, kai/ă erwtăseic sto janl@math.uio.no, ă to rpeters@hevanet.com , sqetikĹ me ton NFS server epĹnw se miĹ diskèta. An steÐlete e-mail kai epijumeÐte apĹnthsh, parakalÿ deÐxte eugenikĹ katanìhsh sto ìti h dieÔjunsă sac prèpei na eÐnai swstă kai na douleÔei. Den èqete idèa pìsec apantăseic mac epistrĹfhkan apì ton e-mail server.

1.4 ’Alla jèmata

An jèlete na metafrĹsete autì to HOWTO, parakalÿ eidopoiăste me, ÿste na kratăsw shmeÐwsh se pìsec glÿssec me diabĹzoun! :-)

KatĹrec kai euqaristÐec ston Olaf Kirch, pou prÿta m’ èbale na grĹyw toÔto edÿ, kai metĹ èdwse kalèc sumboulèc giĹ to keÐmeno! :-)

1.5 Afièrwsh

Autì to HOWTO afierÿnetai sthn Anne Line Norheim Langfeldt. An kai mĹllon den prìkeitai na to diabĹsei potè, diìti den eÐnai tètoioc tÔpoc gunaÐkac. - Nicolai

2 README.first

To NFS, dhl. to Network File System, èqei trÐa shmantikĹ qarakthristikĹ :

• KajistĹ dunată thn koină qrăsh (sharing) twn arqeÐwn c’ èna dÐktuo.

• Ton perissìtero qrìno douleÔei arketĹ kalĹ.

• AnoÐgei miĹ konsèrba kindÔnwn giĹ thn asfĹleia tou sustămatoc, touc opoÐouc gnwrÐzoun polÔ kalĹ oi crackers, kai touc ekmetalleÔontai eÔkola giĹ na kerdÐsoun prìsbash (anĹgnwshc, eggrafăc, sbhsÐmatoc) se ìla ta arqeÐa sac.

Ja pw kĹti epĹnw kai sta dÔo jèmata, c’ autì to HOWTO. Parakalÿ, bebaiwjeÐte ìti diabĹsate thn enìthta autoÔ tou keimènou pou milĹei giĹ thn asfĹleia, kai ja eÐsaste trwtoÐ se ligìterouc anìhtouc kindÔnouc giĹ thn asfĹleia tou sustămatoc. To keÐmeno giĹ thn asfĹleia merikèc forèc ja eÐnai arketĹ gemĹto me teqnikoÔc ìrouc, kai j’ apaiteÐ kĹpoiec gnÿseic giĹ IP’s, diktÔwsh, kai th sqetikă orologÐa. An den anagnwrÐzete touc ìrouc, eÐte rÐxte miĹ matiĹ sto Networking HOWTO, ă breÐte kĹpoio biblÐo giĹ administration diktÔou me TCP/IP, ÿste na exoikeiwjeÐte me to TCP/IP. OÔtwc ă Ĺllwc, autì eÐnai miĹ kală idèa, an eÐsaste SysAdmin se H/U me UNIX/Linux. ’Ena polÔ kalì biblÐo giĹ to jèma eÐnai to TCP/IP Network Administration tou Craig Hunt, èkdosh O’Reilly & Associates, Inc. Kai afoÔ to diabĹsete kai to katanoăsete, h axÐa sac sthn agorĹ ergasÐac ja eÐnai uyhlìterh - ja deÐte ìti den ja qĹsete! ;-)

UpĹrqoun dÔo enìthtec tou keimènou, pou ja sac bohjăsoun na lÔsete problămata tou NFS, pou titloforoÔntai Mount Checklist kai FAQs. Parakalÿ, xanadiabĹste ta, an kĹti den douleÔei ìpwc perimènete.

To site tou nfsd giĹ to Linux 2.0 eÐnai to : ftp.mathematik.th-darmstadt.de:/pub/linux/okir, se perÐptwsh pou jèlete na to pĹrete kai na to kĹnete compile eseÐc.

GiĹ plhroforÐec sqetikĹ me to NFS se Linux 2.2, parakaloÔme diabĹste to : 10 (To NFS sto Linux 2.2).

3 Stănontac ènan NFS server

3.1 ProapaitoÔmena

Prin suneqÐsete thn anĹgnwsh autoÔ edÿ tou HOWTO, ja qreiasteÐ na gnwrÐzete pÿc na kĹnete telnet metaxÔ server kai client, kai proc tic dÔo kateujÔnseic. An to telnet den douleÔei, xanakoitĹxte to Networking/NET- 3 HOWTO, kai stăste th diktÔwsh swstĹ.

3.2 Prÿto băma

Prin mporèsoume na kĹnoume o,tidăpote, qreiazìmaste èna stăsimo giĹ ton NFS server. An eÐsaste mèloc enìc etairikoÔ ă panepisthmiakoÔ diktÔou, pijanìtata ja breÐte kĹmposouc NFS servers ădh sthmènouc. An oi SysAdmins sac afăsoun na èqete prìsbash c’ autoÔc touc H/U, ă an diabĹzete autì to HOWTO giĹ n’ apoktăsete prìsbash c’ ènan tètoio H/U, profanÿc den qreiĹzetai na diabĹsete autì to kommĹti, kai mporeÐte aplĹ na pĹte pio kĹtw, sto 4 (RujmÐzontac ton NFS client) .

An jèlete na stăsete ènan H/U pou den basÐzetai sto Linux san server, prèpei na diabĹsete ta egqeirÐdiĹ tou, giĹ n’ anakalÔyete pÿc energopoieÐtai to NFS serving kai to export twn filesystems mèsw tou NFS. UpĹrqei miĹ qwristă enìthta c’ autì edÿ to HowTo, giĹ to pÿc gÐnetai aută h douleiĹ se diaforetikĹ LS. AfoÔ, loipìn, èqete xekajarÐsei ìla ta parapĹnw, mporeÐte na suneqÐsete me thn anĹgnwsh thc epìmenhc enìthtac tou parìntoc HowTo. ’H na diabĹsete perissìtera c’ autì to kommĹti, afoÔ kĹpoia apì ta prĹgmata pou ja pw eÐnai sqetikĹ me to jèma, adiĹforo tÐ H/U qrhsimopoieÐte giĹ server.

An biĹzeste, parakalÿ diabĹste to 10 (To NFS sto Linux 2.2) , prin suneqÐsete na diabĹzete edÿ.

’Osoi suneqÐzete to diĹbasma, ja qreiasteÐ na rujmÐsete merikĹ progrĹmmata.

3.3 O portmapper

O portmapper sto Linux onomĹzetai eÐte portmap , ă rpc.portmap. H sqetikă selÐda thc entolăc man ston H/U mou lèei ìti prìkeitai giĹ ènan "qĹrth jurÿn DARPA proc arijmoÔc programmĹtwn RPC". EÐnai h prÿth trÔpa asfĹleiac pou j’ anoÐxete m’ autì edÿ to HowTo. H perigrafă giĹ to pÿc ja thn kleÐsete, brÐsketai sto 6 (AsfĹleia kai NFS). To opoÐo kai sac parotrÔnw xanĹ na diabĹsete.

Xekinăste ton portmapper. OnomĹzetai eÐte portmap , ă rpc.portmap , kai prèpei na brÐsketai mèsa sto directory /usr/sbin (pou se merikoÔc H/U lègetai rpcbind). MporeÐte na ton xekinăsete me to qèri tÿra, allĹ prèpei na ton xekinĹte kai kĹje forĹ pou bootĹrete ton H/U sac, Ĺra prèpei na ftiĹxete ă na diorjÿsete ta rc scripts. AutĹ ta scripts exhgoÔntai leptomerèstera sth selÐda man giĹ thn entolă init, kai sunăjwc brÐskontai sta dirs /etc/rc.d, /etc/init.d , ă /etc/rc.d/init.d. EĹn upĹrqei èna script me ìnoma kĹti san inet , eÐnai pijanìtata to script pou zhtĹte giĹ diìrjwsh. AllĹ, ìsa ja grĹyete ă ja kĹnete, brÐskontai èxw apì ta ìria tou parìntoc HowTo. Xekinăste ton portmap, kai elègxte ìti douleÔei, trèqontac : ps aux kai metĹ rpcinfo -p. DouleÔei; Kalÿc.

A, kĹti akìmh : H apì makriĹ prìsbash ston portmapper sac rujmÐzetai apì ta perieqìmena twn arqeÐwn /etc/hosts.allow kai /etc/hosts.deny . An apotÔqei to rpcinfo -p , allĹ o portmapper sac trèqei, parakalÿ exetĹste ta sugkekrimèna arqeÐa. Dec to 6 (AsfĹleia kai NFS) , giĹ leptomèreiec epĹnw c’ autĹ ta arqeÐa.

3.4 Oi mountd kai nfsd

Ta epìmena progrĹmmata pou prèpei na bĹloume na trèqoun eÐnai oi mountd kai nfsd. AllĹ prÿta, ja diorjÿsoume èna Ĺllo arqeÐo, aută h forĹ to /etc/exports . Ac poÔme ìti jèlw to filesystem /mn/eris/local , to opoÐo upĹrqei epĹnw ston H/U eris , na eÐnai diajèsimo ston H/U apollon. Tìte, ja èbaza thn exăc grammă sto arqeÐo /etc/exports thc eris :

/mn/eris/local apollon(rw)

H parapĹnw grammă dÐnei ston apollon prìsbash read/write sto /mn/eris/local. AntÐ giĹ rw , ja mporoÔse kai na lèei ro, pou shmaÐnei "mìno giĹ diĹbasma" (read only - an den grĹyete tÐpote, to default eÐnai read only). UpĹrqoun ki Ĺllec epilogèc pou mporeÐte na dÿsete, kai parakĹtw ja suzhtăsw merikèc sqetizìmenec me thn asfĹleia. PĹntwc, ìlec aparijmoÔntai sth selÐda man giĹ to exports , thn opoÐa prèpei na diabĹsete toulĹqiston mÐa forĹ sth zwă sac. EpÐshc, upĹrqoun kalÔteroi trìpoi, apì to na grĹyete sto arqeÐo exports olìklhrh th lÐsta twn hosts. Pq mporeÐte na qrhsimopoiăsete omĹdec (groups) sto dÐktuo, an trèqete to NIS (ă NYS - to NIS ătane gnwstì wc "KÐtrinec SelÐdec", Yellow Pages, YP), kai pĹnta na bĹlete wildcards giĹ ta domains kai ta upodÐktua (subnets) twn IP’s, perigrĹfontac touc hosts pou epitrèpetai na fortÿsoun kĹti. AllĹ prèpei kai na skefjeÐte poiìc eÐnai pijanì na apoktăsei mh exousiodothmènh prìsbash ston server, se perÐptwsh pou qrhsimopoieÐte omadikèc exousiodotăseic.

ShmeÐwsh : To arqeÐo exports den suntĹssetai me ton Ðdio trìpo, ìpwc se Ĺlla *nix’s. UpĹrqei xeqwristă enìthta sto parìn HOWTO sqetikĹ me ta arqeÐa exports twn Ĺllwn *nix’s.

Tÿra, prèpei na xekinăsoume ton mountd (pou Ðswc lègetai kai rpc.mountd), kai metĹ ton nfsd (Ðswc lègetai kai rpc.nfsd). Kai oi dÔo ja diabĹsoun to arqeÐo exports.

An diorjÿsete to /etc/exports , ja prèpei na bebaiwjeÐte ìti oi nfsd kai mountd gnwrÐzoun ìti to arqeÐo Ĺllaxe. O paradosiakìc trìpoc eÐnai na trèxete to exportfs, ìmwc pollèc dianomèc tou Linux den diajètoun prìgramma exportfs. An oÔte h dikă sac dianomă diajètei, mporeÐte na egkatastăsete to exăc script ston H/U sac :

#!/bin/sh killall -HUP /usr/sbin/rpc.mountd killall -HUP /usr/sbin/rpc.nfsd echo re-exported file systems

Sÿste to pq sto /usr/sbin/exportfs, kai mhn xeqĹsete na dÿsete chmod a+rx . Tÿra, kĹje forĹ pou allĹzete to exports arqeÐo sac, metĹ trèxte to exportfs wc root.

Tÿra, elègxte ìti oi mountd kai nfsd trèqoun swstĹ. Prÿta me to rpcinfo -p. Autì prèpei na deÐxei kĹti, ìpwc to parakĹtw :

program vers proto port 100000 2 tcp 111 portmapper 100000 2 udp 111 portmapper 100005 1 udp 745 mountd 100005 1 tcp 747 mountd 100003 2 udp 2049 nfs 100003 2 tcp 2049 nfs

’Opwc blèpete, o portmapper èqei anaggeÐlei tic uphresÐec (services) tou, ìpwc kai oi mountd kai nfsd.

An lĹbete mănuma rpcinfo: can’t contact portmapper: RPC: Remote system error - Connection refused, RPC_PROG_NOT_REGISTERED, ă kĹti parìmoio, tìte o portmapper den trèqei. ’H, èqete kĹpoiec grammèc sta arqeÐa /etc/hosts.{allow,deny} , pou apagoreÔoun ston portmapper n’ apantăsei. Parakalÿ diabĹste to 6 (AsfĹleia kai NFS) giĹ leptomèreiec epĹnw c’ autĹ ta arqeÐa. An lĹbete to mănuma No remote programs registered. , tìte eÐte o portmapper den jèlei koubènta me sac, ă kĹpoia sÔndesh èspase. KĹnte kill stouc nfsd kai mountd, kajÿc kai ston portmapper, kai xanaprospajăste ap’ thn arqă.

AfoÔ elègxete to ìti o portmapper anafèrei tic uphresÐec (services) tou, mporeÐte na dokimĹsete kai me to ps. O portmapper ja suneqÐsei n’ anafèrei uphresÐec, akìmh kai afoÔ èqoun krasĹrei ta progrĹmmata pou tic epekteÐnoun. Ara, ènac èlegqoc sto ps eÐnai kĹti aparaÐthto, an faneÐ ìti kĹpoia sÔndesh den douleÔei.

FusikĹ, prèpei na tropopoiăsete ta arqeÐa rc tou H/U sac, giĹ na xekinăsoun me to bootĹrisma oi mountd kai nfsd, kajÿc kai o portmapper. EÐnai polÔ pijanì ìti ta sqetikĹ scripts ădh upĹrqoun ston H/U sac, aplĹ prèpei na bgĹlete ta sqìlia apì tic shmantikèc grammèc, ă na energopoiăsete ton H/U sta swstĹ epÐpeda init run.

Oi selÐdec man, me tic opoÐec prèpei na eÐsaste exoikeiwmènoi c’ autì to shmeÐo : portmap, mountd, nfsd, kai exports.

Loipìn, an ta kĹnate ìla akribÿc ìpwc sac ta eÐpa, eÐsaste ètoimoi na xekinăsete ton NFS client.

4 RujmÐzontac ton NFS client

Prÿta ja qreiasteÐte ènan purăna me to NFS filesystem eÐte compiled mèsa tou, ă diajèsimo san module. Autì kanonÐzetai prin kĹnete compile ston purăna. EĹn potè den èqete kĹnei compile ènan purăna, pijanìn na qreiasteÐ na diabĹsete kai na katanoăsete to Kernel HOWTO. An qrhsimopoieÐte kĹpoia cool distribution (san thn RedHat) kai potè den anakateutăkate me ton purăna, ă me ta modules (kai Ĺra den thn katastrèyate ;-) ), to nfs polÔ pijanìn na eÐnai autìmata diajèsimo.

MporeÐte tÿra, sto root prompt, na dÿsete miĹ katĹllhlh entolă mount, kai ja emfanisteÐ to filesystem. SuneqÐzontac to parĹdeigma thc prohgoÔmenhc enìthtac, jèloume na kĹnoume mount to directory /mn/eris/local apì ton H/U eris. Autì gÐnetai me thn exăc entolă :

mount -o rsize=1024,wsize=1024 eris:/mn/eris/local /mnt

(Ja epistrèyoume stic paramètrouc rsize kai wsize.) To filesystem eÐnai tÿra diajèsimo sto dir /mnt , kai mporeÐte na kĹnete cd c’ autì, kai metĹ ls , kai na deÐte ta arqeÐa èna-èna. Ja parathrăsete ìti to nfs den eÐnai tìso grăgoro, ìso èna topikì file system, allĹ eÐnai polÔ bolikìtero apì to ftp. EĹn, antÐ na kĹnete epituqèc mount sto filesystem, to mount dÐnei èna mănuma lĹjouc, san autì : mount: eris:/mn/eris/local failed, reason given by server: Permission denied , tìte ă to arqeÐo exports èqei lĹjh, ă xeqĹsate na trèxete to exportfs afoÔ diorjÿsate to arqeÐo exports. An to mănuma lèei : mount clntudp_create: RPC: Program not registered , autì shmaÐnei ìti o nfsd ă o mountd den trèqoune ston server. ’H, ìti èqete to prìblhma pou anafèrame parapĹnw, me ta arqeÐa hosts.{allow,deny} . GiĹ n’ apallageÐte apì to filesystem, mporeÐte na dÿsete :

umount /mnt

GiĹ na kĹnei o H/U mount èna nfs filesystem me to bootĹrisma, diorjÿste to /etc/fstab me ton sunhjismèno trìpo. Sto parĹdeigmĹ mac, apaiteÐtai miĹ grammă ìpwc h parakĹtw :

# device mountpoint fs-type options dump fsckorder ... eris:/mn/eris/local /mnt nfs rsize=1024,wsize=1024 0 0 ... Sqedìn teleiÿsame. ’Omwc, ja parakaloÔsa na suneqÐsete to diĹbasma.

4.1 Epilogèc sto mount

UpĹrqoun merikèc epilogèc, pou prèpei na skefjeÐte an ja tic prosjèsete. Autèc rujmÐzoun ton trìpo, me ton opoÐo ènac NFS client qeirÐzetai èna krasĹrisma tou server, ă miĹ xafnikă ptÿsh tou diktÔou. ’Ena apì ta ìmorfa prĹgmata sqetikĹ me to NFS, eÐnai ìti mporeÐ Ĺneta na qeiristeÐ tètoiec katastĹseic, an rujmÐsete swstĹ touc clients. UpĹrqoun dÔo diaforetikoÐ trìpoi qeirismoÔ sfĹlmatoc :

soft

O NFS client ja dÿsei mănuma lĹjouc sth diergasÐa (process) pou pĹei na diabĹsei èna arqeÐo c’ èna NFS filesystem. MerikĹ progrĹmmata to qeirÐzontai autì me yuqraimÐa, merikĹ ìqi. Den mporÿ na sac sustăsw na qrhsimopoiăsete th sugkekrimènh rÔjmish, diìti eÐnai suntagă giĹ na pĹrete qalasmèna arqeÐa kai qamèna dedomèna. Aută th rÔjmish prèpei na thn apofeÔgete eidikĹ se dÐskouc e-mail servers - ennoÿ, an ektimĹte ta e-mails sac.

hard

To prìgramma pou pĹei na diabĹsei èna arqeÐo se NFS filesystem, ja kremĹsei, ìtan krasĹrei o server. H diergasÐa aută den mporeÐ na diakopeÐ, ă na thc kĹnete kill, ektìc ki an epÐshc prosdiorÐsete to intr. Th stigmă pou o NFS server epanèljei on-line, to prìgramma ja suneqÐsei aperÐspasto apì ekeÐ, ìpou ătan, kai pijanìtata autì eÐnai ì,ti akribÿc epijumeÐte. Sunistÿ na qrhsimopoieÐte hard,intr se ìla ta NFS filesystems.

SuneqÐzontac me to prohgoÔmeno parĹdeigma, h nèa grammă sto fstab sac eÐnai kĹpwc ètsi :

# device mountpoint fs-type options dump fsckorder ... eris:/mn/eris/local /mnt nfs rsize=1024,wsize=1024,hard,intr 0 0 ... 4.2 Beltistopoiÿntac to NFS

Sunăjwc, an den kajorÐzontai oi parĹmetroi rsize kai wsize, to NFS diabĹzei kai grĹfei se kommĹtia twn 4096 ă 8192 bytes. MerikoÐ sunduasmoÐ purănwn Linux kai kartÿn diktÔou den mporoÔn na qeiristoÔn tìso megĹla kommĹtia, kai se kĹpoiec periptÿseic aută mporeÐ aplĹ na mhn eÐnai h bèltisth rÔjmish. ’Etsi, prèpei na peiramatistoÔme, giĹ na broÔme ta rsize kai wsize pou douleÔoune, kai eÐnai ta taqÔtera dunatĹ. MporeÐte na dokimĹsete thn taqÔthta twn rujmÐseÿn sac me merikèc aplèc entolèc. Me dedomèna thn parapĹnw entolă mount, kai to ìti mporeÐte na grĹyete ston dÐsko, mporeÐte na kĹnete to exăc giĹ dokimă thc apìdoshc seiriakăc eggrafăc :

time dd if=/dev/zero of=/mnt/testfile bs=16k count=4096

Autì parĹgei èna arqeÐo 64MB me mhdenikĹ bytes (arketĹ megĹlo, ÿste to krasĹrisma na mh suneisfèrei shmantikĹ sthn apìdosh pou metrĹme - qrhsimopoieÐste megalÔtero arqeÐo, an èqete pollă mnămh). EpanalĹbete miĹ-duo (5-10;) forèc, kai bgĹlte ton mèso ìro twn qrìnwn. Edÿ mac endiafèrei perissìtero o "wrologiakìc" qrìnoc pou pèrase. Amèswc metĹ, mporeÐte na dokimĹsete thn apìdosh anĹgnwshc, diabĹzontac to Ðdio arqeÐo :

time dd if=/mnt/testfile of=/dev/null bs=16k

EpanalĹbete kanaduì forèc, kai bgĹlte mèso ìro. MetĹ kĹnte umount, kai mount xanĹ me megalÔtera rsize kai wsize. Pijanìtata prèpei na eÐnai pollaplĹsia tou 1024 kai ìqi megalÔtera twn 16384 bytes, afoÔ autì eÐnai to mègisto mègejoc sth version 2 tou NFS. Amèswc metĹ to mount me megalÔterec timèc, kĹnte cd sto mounted filesystem, kai kĹnte pq ls. Exereunăste ligĹki to filesystem, giĹ na bebaiwjeÐte ìti ìla eÐnai ìpwc prèpei. An ta rsize/wsize eÐnai polÔ megĹla, ta sumptÿmata eÐnai polÔ parĹxena, kai ìqi 100% emfană. ’Ena tupikì sÔmptwma eÐnai oi mh plăreic lÐstec arqeÐwn ìtan kĹnoume ls, kai tautìqrona kanèna mănuma lĹjouc. ’H, na apotugqĹnei musthriwdÿc h anĹgnwsh arqeÐwn, pĹli qwrÐc mănuma lĹjouc. AfoÔ bebaiwjeÐte ìti ta sugkekrimèna rsize/wsize douleÔoun aproblhmĹtista, mporeÐte na xanakĹnete tic dokimèc taqÔthtac. Oi diaforetikèc platfìrmec server eÐnai pijanì na èqoun diaforetikèc bèltistec timèc. To SunOS kai to Solaris fhmÐzontai ìti eÐnai polÔ taqÔtera me kommĹtia twn 4096 bytes, parĹ me o,tidăpote Ĺllo.

Oi neÿteroi purănec tou Linux (apì ton 1.3 kai metĹ) kĹnoun proanĹgnwsh giĹ rsizes megalÔtera ă Ðsa me th "selÐda" mnămhc tou H/U. (Se CPUs thc Intel, to mègejoc selÐdac mnămhc eÐnai 4096 bytes.) H proanĹgnwsh auxĹnei shmantikĹ thn apìdosh anĹgnwshc tou NFS. Ara, se H/U me CPU Intel, ja qreiasteÐte - eĹn autì, bèbaia, eÐnai dunatìn - rsize twn 4096 bytes.

JumhjeÐte na diorjÿsete to /etc/fstab , ÿste na perĹsete mèsa ta bèltista rsize/wsize pou brăkate.

’Ena kolpĹki giĹ n’ auxăsete thn apìdosh eggrafăc tou NFS, eÐnai na apenergopoiăsete tic sÔgqronec (synchronous) eggrafèc ston server. Oi prodiagrafèc tou NFS lène ìti oi apaităseic giĹ katĹ NFS eggrafèc den jewroÔntai teleiwmènec, prin ta eggrafìmena dedomèna brejoÔn se mèso pou ta kratĹei diarkÿc (sunăjwc ton dÐsko). Autì periorÐzei kĹpwc thn apìdosh eggrafăc, Ĺra oi asÔgqronec (asynchronous) eggrafèc ja epitaqÔnoun ligĹki th diadikasÐa thc katĹ NFS eggrafăc. O nfsd tou Linux den kĹnei sÔgqronec eggrafèc,

5. To NFS mèsw argÿn grammÿn 9

epeidă den tou to epitrèpei to filesystem tou Linux. ’Omwc, se servers pou den sthrÐzontai sto Linux, mporeÐte n’ auxăsete thn apìdosh m’ autìn ton trìpo, eisĹgontac sto exports arqeÐo sac th grammă :

/dir -async,access=linuxbox

ă kĹpoia parìmoia. Parakalÿ, diabĹste thn tekmhrÐwsh (Ðswc sth selÐda man;) tou H/U sac giĹ to exports. Mìno shmeiÿste ìti ètsi auxĹnetai kai o kÐndunoc apÿleiac dedomènwn.

5 To NFS mèsw argÿn grammÿn

Oi argèc grammèc perilambĹnoun ta modems, to ISDN, kai pijanìtata Ĺllec sundèseic makrÿn apostĹsewn.

Autì to tmăma basÐzetai se gnÿseic sqetikĹ me ta qrhsimopoioÔmena prwtìkolla, allĹ ìqi se pragmatikèc peiramatikèc dokimèc. Parakalÿ, enhmerÿste me, an dokimĹsete ta parakĹtw! ;-)

To prÿto prĹgma pou prèpei na jumĹste, eÐnai pwc to NFS eÐnai argì prwtìkollo. ’Eqei megĹlh eisagwgă. To na qrhsimopoieÐc to NFS giĹ na metafèreic arqeÐa, eÐnai sqedìn sa na qrhsimopoieÐc to prwtìkollo kermit. EÐnai argì. Sqedìn opoiodăpote Ĺllo eÐnai taqÔtero tou NFS. To FTP eÐnai taqÔtero. To HTTP eÐnai taqÔtero. Ta rcp kai ssh eÐnai taqÔtera.

Akìmh apofasismènoi na dokimĹsete; Ok.

Oi default parĹmetroi tou NFS eÐnai giĹ sqetikĹ grăgorec grammèc, me mikrì qrìno anamonăc. An qrhsimopoiăsete autèc tic default paramètrouc se argèc grammèc uyhlăc anamonăc, ja kĹnoun to NFS na bgĹzei mhnÔmata lajÿn sqetikĹ me tic ergasÐec tou, na sac lèei ìti ta arqeÐa eÐnai mikrìtera ap’ ìso pragmatikĹ eÐnai, kai na kĹnei diĹfora Ĺlla mustăria prĹgmata.

To prÿto prĹgma pou prèpei na kĹnete, eÐnai na mhn qrhsimopoiăsete thn epilogă soft mount. Aută ja kĹnei ta timeouts na epistrèfoun kÿdikec lajÿn sto software, prĹgma pou pijanìtata den ja eÐnai kajìlou kalìc qeirismìc thc katĹstashc. Autìc eÐnai wraÐoc trìpoc giĹ na kerdÐsete musthriÿdh kollămata. antÐjeta, qrhsimopoieÐste thn hard mount option. ’Otan h hard eÐnai energopoihmènh, ta timeouts prokaloÔn Ĺpeirec prospĹjeiec epanaleitourgÐac, antÐ na paratăsoun ì,ti prospajoÔse to software na kĹnei. Kai pragmatikĹ, autì eÐnai autì akribÿc pou jèlete.

To epìmeno prĹgma pou prèpei na kĹnete, eÐnai na skalÐsete tic epilogèc tou mount timeo kai retrans . Autèc perigrĹfontai sth man selÐda nfs(5), allĹ pĹrte ki èna antÐgrafo edÿ :

timeo=n \textgreek{H} \textgreek{tim’h} \textgreek{se} \textgreek{d’ekata} \textgreek{tou} \textgreek{deuterol’eptou}, \textgreek{prin} \textgreek{stale’i} \textgreek{h} \textgreek{pr’wth} \textgreek{epanekpomp’h} \textgreek{met’a} \textgreek{ap’o} \textgreek{’ena} RPC timeout. \textgreek{H} default \textgreek{tim’h} \textgreek{e’inai} 7 \textgreek{d’ekata} \textgreek{tou} \textgreek{deuterol’eptou}. \textgreek{Met’a} \textgreek{to} \textgreek{pr’wto} timeout, \textgreek{to} timeout \textgreek{diplasi’azetai} \textgreek{diadoqik’a}, \textgreek{m’eqric} \textgreek{’otou} \textgreek{ft’asoume} \textgreek{s}’ \textgreek{’ena} \textgreek{m’egisto} timeout \textgreek{twn} 60 \textgreek{deuterol’eptwn}, \textgreek{’h} \textgreek{’eqoun} \textgreek{sumbe’i} \textgreek{arket’ec} \textgreek{epanekpomp’ec}, \textgreek{’wste} \textgreek{na} \textgreek{prokal’esoun} \textgreek{’ena} \textgreek{me’izon} timeout. \textgreek{T’ote}, \textgreek{an} \textgreek{to} filesystem \textgreek{e’inai} hard mounted, \textgreek{k’aje} \textgreek{n’ea} \textgreek{diadoq’h} timeouts \textgreek{xanarq’izei} \textgreek{me} \textgreek{dipl’asia} \textgreek{arqik’h} \textgreek{tim’h} \textgreek{thc} \textgreek{prohgo’umenhc} \textgreek{seir’ac}, \textgreek{kai} \textgreek{xan’a} \textgreek{diplasi’azetai} \textgreek{me} \textgreek{k’aje} \textgreek{epanekpomp’h}. \textgreek{To} \textgreek{m’egisto} timeout \textgreek{e’inai} \textgreek{p’anta} 60 \textgreek{deuter’olepta}. \textgreek{Mporo’ume} \textgreek{na}

\textgreek{epit’uqoume} \textgreek{kal’uterh} \textgreek{sunolik’h} \textgreek{ap’odosh}, \textgreek{aux’anontac} \textgreek{to} timeout \textgreek{s}’ \textgreek{’ena} \textgreek{d’iktuo} \textgreek{me} \textgreek{f’orto} \textgreek{ergas’iac}, \textgreek{s}’ \textgreek{’enan} \textgreek{arg’o} server, \textgreek{’h} \textgreek{m’esw} \textgreek{poll’wn} routers \textgreek{’h} gateways.

retrans=n \textgreek{O} \textgreek{arijm’oc} \textgreek{twn} \textgreek{mikr’wn} timeouts \textgreek{kai} \textgreek{epanekpomp’wn} \textgreek{pou} \textgreek{pr’epei} \textgreek{na} \textgreek{sumbo’un}, \textgreek{prin} \textgreek{emfaniste’i} \textgreek{’ena} \textgreek{me’izon} timeout. \textgreek{H} default \textgreek{tim’h} \textgreek{e’inai} 3 timeouts. \textgreek{’Otan} \textgreek{emfaniste’i} \textgreek{’ena} \textgreek{me’izon} timeout, \textgreek{e’ite} \textgreek{egkatale’ipetai} \textgreek{h} \textgreek{ergas’ia} \textgreek{pou} \textgreek{g’inetai} \textgreek{p’anw} \textgreek{sto} \textgreek{arqe’io}, \textgreek{’h} \textgreek{emfan’izetai} \textgreek{sthn} \textgreek{kons’ola} \textgreek{’ena} \textgreek{m’hnuma} "server not responding" (\textgreek{o} server \textgreek{den} \textgreek{apokr’inetai}).

M’ Ĺlla lìgia : An miĹ apĹnthsh den èrjei mèsa ston qrìno tou timeout twn 0.7 deuterolèptwn (700ms), o NFS client ja epanalĹbei thn aÐthsh, kai ja diplasiĹsei to timeout se 1.4 deuterìlepta. EĹn h apĹnthsh den faneÐ mèsa se 1.4 deuterìlepta, h aÐthsh ja epanalhfjeÐ, kai to timeout ja epanadiplasiasteÐ sta 2.8 deuterìlepta.

H taqÔthta miac grammăc mporeÐ na metrhjeÐ me ping enìc pakètou me to Ðdio mègejoc me ta rsize/wsize.

$ ping -s 8192 lugulbanda PING lugulbanda.uio.no (129.240.222.99): 8192 data bytes 8200 bytes from 129.240.222.99: icmp_seq=0 ttl=64 time=15.2 ms 8200 bytes from 129.240.222.99: icmp_seq=1 ttl=64 time=15.9 ms 8200 bytes from 129.240.222.99: icmp_seq=2 ttl=64 time=14.9 ms 8200 bytes from 129.240.222.99: icmp_seq=3 ttl=64 time=14.9 ms 8200 bytes from 129.240.222.99: icmp_seq=4 ttl=64 time=15.0 ms

--- lugulbanda.uio.no ping statistics --- 5 packets transmitted, 5 packets received, 0% packet loss round-trip min/avg/max = 14.9/15.1/15.9 ms

Edÿ, o qrìnoc anafèretai sto pìso èkane to pakèto tou ping, giĹ na pĹei mproc-pÐsw sto lugulbanda. (Ta 15ms eÐnai arketĹ grăgora.) Se miĹ grammă 28 kbps mporeÐte na perimènete kĹti san 4000-5000ms, kai an h grammă eÐnai fortwmènh, autìc o qrìnoc ja eÐnai akìmh megalÔteroc - polÔ eÔkola ftĹnei sth diplĹsia timă. ’Otan autìc o qrìnoc eÐnai megĹloc, tìte lème ìti upĹrqei "uyhlă anamonă". GenikĹ, giĹ megalÔtera pakèta kai giĹ perissìtero fortwmènec grammèc, h anamonă auxĹnetai. Auxăste katĹllhla to timeo giĹ th grammă kai to fortÐo sac. Kai, miĹ pou h anamonă auxĹnetai, ìtan qrhsimopoieÐte th grammă kai giĹ Ĺllec douleièc : An potè jelăsete na qrhsimopoiăsete ta FTP kai NFS tautìqrona, prèpei na dokimĹsete na metrăsete touc qrìnouc ping enÿ qrhsimopoieÐte to FTP giĹ metaforĹ arqeÐwn, kai n’ auxăsete to timeo ÿste na tairiĹzei me thn anamonă thc grammăc sac.

6 AsfĹleia kai NFS

Den eÐmai kajìlou eidikìc sthn asfĹleia twn H/U. AllĹ mporÿ na dÿsw merikèc mikrèc sumboulèc se ìsouc endiafèrontai giĹ thn asfĹleia. ’Omwc, me miĹ epifÔlaxh : H parakĹtw den eÐnai kajìlou miĹ plărhc lÐsta twn problhmĹtwn pou sqetÐzontai me to NFS, kai an nomÐzete ìti eÐsaste asfaleÐc, afoÔ diabĹsate kai ulopoiăsate ìla toÔta edÿ, èqw miĹ gèfura na sac poulăsw. (S.t.m. : EnnoeÐ "bridge" diktÔwn.)

Aută h enìthta profanÿc den sac endiafèrei, an èqete èna kleistì dÐktuo, ìpou empisteÔeste ìlouc touc qrăstec, kai kanèna mh èmpisto Ĺtomo den mporeÐ na brei prìsbash stouc H/U tou diktÔou. Dhladă, den upĹrqei kanènac trìpoc na sundejoÔn mèsw thlefÿnou sto dÐktuì sac, kai den upĹrqei sÔndesh me Ĺlla dÐktua, ìpou den eÐnai o kĹje qrăsthc Ĺtomo empistosÔnhc, oÔte h asfĹleia tou diktÔou. NomÐzete ìti eÐmai paranoðkìc; Den eÐmai kajìlou. Ta parapĹnw eÐnai aplĹ oi basikèc sumboulèc asfĹleiac. Kai jumhjeÐte, ta prĹgmata pou grĹfw edÿ eÐnai aplĹ h arqă twn sumboulÿn. ’Ena asfalèc dÐktuo qreiĹzetai ènan epimelă kai eidămona SysAdmin, pou gnwrÐzei poÔ na brei plhroforÐec antimetÿpishc twn twrinÿn kai twn pijanÿn problhmĹtwn.

To NFS èqei èna basikì prìblhma, dhladă o client (an den tou poÔme na kĹnei diaforetikĹ) empisteÔetai ton NFS server, kai antÐstrofa. Autì mporeÐ n’ apobeÐ kakì : ShmaÐnei pwc, an o root account tou server hackeuteÐ, eÐnai arketĹ eÔkolo na hackeuteÐ kai o root account tou client, kai antÐstrofa. UpĹrqoun kanaduì trìpoi antimetÿpishc, stouc opoÐouc ja epanèljoume.

KĹti pou prèpei na diabĹsete, eÐnai ta sumbouleutikĹ keÐmena tou CERT (c.t.m. : site giĹ thn asfĹleia sto Internet, www.cert.org) giĹ to NFS. To megalÔtero kommĹti tou keimènou parakĹtw, asqoleÐtai me jèmata, giĹ ta opoÐa to CERT èqei grĹyei sumboulèc. Dec to ftp.cert.org:/01-README giĹ miĹ enhmerwmènh lÐsta twn sumboulÿn tou CERT. Edÿ sac dÐnw merikèc tètoiec sumboulèc, sqetikèc me to NFS :

CA-91:21.SunOS.NFS.Jumbo.and.fsirand 12/06/91 Vulnerabilities concerning Sun Microsystems, Inc. (Sun) Network File System (NFS) and the fsirand program. These vulnerabilities affect SunOS versions 4.1.1, 4.1, and 4.0.3 on all architectures. Patches are available for SunOS 4.1.1. An initial patch for SunOS 4.1 NFS is also available. Sun will be providing complete patches for SunOS 4.1 and SunOS 4.0.3 at a later date.

CA-94:15.NFS.Vulnerabilities 12/19/94 This advisory describes security measures to guard against several vulnerabilities in the Network File System (NFS). The advisory was prompted by an increase in root compromises by intruders using tools to exploit the vulnerabilities.

CA-96.08.pcnfsd 04/18/96 This advisory describes a vulnerability in the pcnfsd program (also known as rpc.pcnfsd). A patch is included.

6.1 H asfĹleia tou client

GiĹ ton client, mporoÔme n’ apofasÐsoume me kanaduì trìpouc (kai me tic antÐstoiqec epilogèc sto mount) ìti den empisteuìmaste kai polÔ ton server. Pq, mporoÔme n’ apagoreÔsoume se progrĹmmata suid na douleÔoun ektìc NFS filesystem, me thn epilogă nosuid. (Aută eÐnai miĹ kală idèa, kai ja’ prepe na kĹnete to Ðdio me ìlouc touc dÐskouc epĹnw sto NFS.) ShmaÐnei pwc o root user tou server den mporeÐ na trèxei èna suid-root prìgramma epĹnw sto filesystem, na kĹnei login ston client wc kanonikìc qrăsthc, kai metĹ na qrhsimopoiăsei to suid-root prìgramma autì, giĹ na gÐnei kai root ston client. Ja mporoÔsame epÐshc na apagoreÔsoume teleÐwc to trèximo arqeÐwn epĹnw sto mounted filesystem, me thn epilogă noexec. AllĹ autì mĹllon den eÐnai praktikì, epeidă èna filesystem pijanìtata perièqei toulĹqiston merikĹ scripts ă progrĹmmata, pou prèpei na trèxoun. Autèc tic epilogèc tic bĹzoume stic stălec epilogÿn twn rsize kai wsize, kai tic qwrÐzoume me kìmma.

6.2 H asfĹleia tou server : O nfsd

Ston server, mporoÔme n’ apofasÐsoume ìti den empisteuìmaste ton root account tou client. Sunepÿc, mporoÔme na qrhsimopoiăsoume thn epilogă the root_squash sta exports :

/mn/eris/local apollon(rw,root_squash)

Tÿra, an ènac qrăsthc me userID 0 ston client prospajăsei na brei prìsbash (anĹgnwshc, eggrafăc, sbhsÐmatoc) sto filesystem, o server upokajistĹ thn UID tou qrăsth me thn antÐstoiqh tou "nobody account" tou server. Pou shmaÐnei ìti o root qrăsthc tou client den mporeÐ na dei ă n’ allĹxei arqeÐa, pou mìno o root tou server mporeÐ. Autì eÐnai kalì, kai pijanìtata prèpei na bĹzete root_squash se ìla ta filesystems pou kĹnete export. "- AllĹ o root user tou client exakoloujeÐ na mporeÐ na qrhsimopoieÐ thn entolă su, giĹ na gÐnei opoiosdăpote Ĺlloc qrăsthc, Ĺra na mporeÐ na blèpei kai n’ allĹzei ta arqeÐa!", lète. Sto opoÐo, h apĹnthsh eÐnai : Nai, ètsi akribÿc eÐnai, kai prèpei na eÐnai me ta *nix’s kai me to NFS. Autì, ìmwc, èqei miĹ shmantikă sunèpeia : ’Ola ta shmantikĹ binaries kai genikìtera arqeÐa prèpei na ta èqei own o root, ìqi to bin, ă opoiosdăpote Ĺlloc mh-root account, miĹ pou o mìnoc account, ston opoÐo den mporeÐ na brei prìsbash o root user tou client, eÐnai o root account tou server. Sth selÐda man tou NFSd upĹrqoun kataqwrhmènec pollèc Ĺllec epilogèc giĹ squash, ÿste n’ apofasÐsete mìnoi sac poia (den) ja empisteujeÐte giĹ touc clients. EpÐshc, sac dÐnontai epilogèc na kĹnete squash c’ opoiodăpote sÔnolo UID kai GID jèlete. AutĹ ìla perigrĹfontai sth man selÐda tou Linux NFSd.

Sthn pragmatikìthta, h epilogă root_squash eÐnai h default me ton Linux NFSd. GiĹ na dÿsete prìsbash root c’ èna filesystem, bĹlte no_root_squash.

Akìmh kĹti shmantikì, eÐnai na bebaiwjoÔme ìti o nfsd elègqei pwc ìlec oi aităseic tou èrqontai mìno apì mÐa pronomioÔqo jÔra (privileged port). An deqjeÐ aităseic apì opoiodăpote port, ènac opoiosdăpote qrăsthc qwrÐc idiaÐtera pronìmia mporeÐ na trèxei èna prìgramma, pou ja brei kĹpou sto Internet, pou "milĹei" sto prwtìkollo tou nfs, kai pou isqurÐzetai ìti o qrăsthc eÐnai autìc pou o Ðdioc jèlei na eÐnai. Tromaktikì! O nfsd tou Linux kĹnei ex orismoÔ tètoion èlegqo, ìmwc se Ĺlla LS prèpei na energopoiăsete autìn ton èlegqo eseÐc. To pÿc, prèpei na grĹfetai sth selÐda boăjeiac giĹ ton nfsd to sugkekrimènou LS.

Akìmh kĹti : Potè mhn kĹnete export èna filesystem ston localhost, ă sto 127.0.0.1 . EmpisteujeÐte me!

6.3 H asfĹleia tou server : O portmapper

O basikìc portmapper, se sunduasmì me ton nfsd, èqoune èna sqediastikì prìblhma, pou kajistĹ dunatì to na paÐxoume me ta arqeÐa se NFS servers, qwrÐc na èqoume pronìmia (privileges). Eutuqÿc, o portmapper ton opoÐo qrhsimopoioÔn oi perissìterec Linux distributions, eÐnai sqetikĹ asfalăc enantÐon tètoiwn epijèsewn, kai mporeÐ na gÐnei asfalèsteroc, an rujmÐsoume se dÔo sugkekrimèna arqeÐa tic lÐstec prìsbashc.

Den plĹsjhkan Ðsec ìlec oi Linux distributions! Merikèc fainomenikĹ sÔgqronec den perilambĹnoun asfală portmapper, akìmh kai sămera, pollĹ qrìnia af’ ìtou aută h trÔpa asfĹleiac ègine koină gnÿsh. ToulĹqiston mÐa akìmh dianomă perièqei th selÐda man giĹ asfală portmapper, allĹ o Ðdioc o portmapper den eÐnai asfalăc. O eÔkoloc trìpoc na elègxete an o portmapper sac eÐnai asfalăc ă ìqi, eÐnai na trèxete thn entolă strings(1) kai na deÐte an diabĹzei ta sqetikĹ arqeÐa /etc/hosts.deny kai /etc/hosts.allow. Upojètontac ìti o portmapper sac eÐnai o /usr/sbin/portmap, mporeÐte na ton elègxete me thn entolă : strings /usr/sbin/portmap | grep hosts. Ston dikì mou H/U, apantĹei kĹpwc ètsi :

/etc/hosts.allow /etc/hosts.deny @(#) hosts_ctl.c 1.4 94/12/28 17:42:27 @(#) hosts_access.c 1.20 96/02/11 17:01:27

Prÿta diorjÿnoume to arqeÐo /etc/hosts.deny. Prèpei na perièqei th grammă :

portmap: ALL

pou ja arnhjeÐ thn prìsbash se ìlouc. Enÿ èqoume kleÐsei thn prìsbash m’ autìn ton trìpo, trèqoume thn entolă rpcinfo -p giĹ na elègxoume ìti o portmapper pragmatikĹ diabĹzei kai kĹnei ì,ti tou lèei to arqeÐo autì. (H rpcinfo den prèpei na dÐnei èxodo, ă, pijanĹ, èna mănuma lĹjouc.) Den ja èprepe na eÐnai aparaÐthto na epanekkinăsoume ton portmapper.

To na kleÐsoume ton portmapper giĹ ìlouc eÐnai polÔ drastikì mètro. Sunepÿc ton xananoÐgoume, diorjÿnontac to arqeÐo /etc/hosts.allow. AllĹ prÿta, prèpei na xekajarÐsoume tÐ jèloume na grĹyoume mèsa tou. BasikĹ, ja èprepe na perièqei ìlouc touc H/U pou prèpei na èqoun prìsbash ston portmapper mac. Ston tupikì H/U me Linux, elĹqistoi Ĺlloi H/U ja ăjelan prìsbash root giĹ opoiondăpote lìgo. O portmapper dieujÔnei ta : nfsd, mountd, ypbind/ypserv, pcnfsd, kai tic "r" services, ìpwc h ruptime kai h rusers. Apì ta parapĹnw, mìno ta nfsd, mountd, ypbind/ypserv, kai Ðswc kai o pcnfsd, èqoun kĹpoia shmasÐa. ’Oloi oi H/U pou qreiĹzontai prìsbash ston dikì sac, ja èprepe na mporoÔn. Ac poÔme ìti h dieÔjunsh tou H/U sac eÐnai 129.240.223.254 , kai ìti eÐnai sundedemènoc sto upodÐktuo 129.240.223.0 , an kĹpoioc Ĺlloc H/U jèlei prìsbash c’ autìn. (AutoÔc touc ìrouc tou eisăgage to Networking HOWTO. An qreiasteÐ, epistrèyte c’ autì giĹ na freskĹrete th mnămh sac.) Tìte, eisĹgoume th grammă :

portmap: 129.240.223.0/255.255.255.0

sto arqeÐo hosts.allow. EÐnai to Ðdio me thn dieÔjunsh diktÔou pou dÐnoume sto arqeÐo route, kai th mĹska upodiktÔou (subnet mask) pou dÐnoume sto ifconfig. GiĹ th suskeuă eth0 ston H/U mac, to ifconfig prèpei na deÐqnei : ... eth0 Link encap:10Mbps Ethernet HWaddr 00:60:8C:96:D5:56 inet addr:129.240.223.254 Bcast:129.240.223.255 Mask:255.255.255.0 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:360315 errors:0 dropped:0 overruns:0 TX packets:179274 errors:0 dropped:0 overruns:0 Interrupt:10 Base address:0x320 ... kai h entolă netstat -rn prèpei na bgĹzei :

Kernel routing table Destination Gateway Genmask Flags Metric Ref Use Iface ... 129.240.223.0 0.0.0.0 255.255.255.0 U 0 0 174412 eth0 ... (H dieÔjunsh diktÔou brÐsketai sthn prÿth stălh.)

Ta arqeÐa hosts.deny kai hosts.allow perigrĹfontai stic antÐstoiqec man selÐdec me ta Ðdia onìmata.

SHMANTIKO : Mhn bĹzete o,tidăpote, ektìc apì arijmoÔc IP stic sqetikèc me ton portmapper grammèc autÿn twn arqeÐwn. Tuqìn pÐnakec antistoiqiÿn me onìmata H/U, mporoÔn èmmesa na prokalèsoun drasthriìthta tou portmapper, pou ja xekinăsei yĹximo stouc pÐnakec antistoiqiÿn, pou èmmesa mporoÔn na prokalèsoun drasthriìthta tou portmapper, pou...

Ta parapĹnw logikĹ prèpei na kĹnoun asfalèstero ton server sac. To mìno (nai, sigĹ!) prìblhma pou paramènei, eÐnai kĹpoioc pou mpaÐnei wc root se "èmpisto" mhqĹnhma (ă kĹnei ekkÐnhsh me MS-DOS), kai qrhsimopoieÐ autì to pronìmio giĹ na steÐlei aităseic apì èna asfalismèno (secure) port, wc opoiosdăpote qrăsthc ja ăjele na parousiĹzetai o Ðdioc.

6.4 To NFS kai ta firewalls

EÐnai polÔ kală idèa na bĹlete firewall sto nfs, kai na kateujÔnete me portmap ta ports ston router ă sto firewall sac. O nfsd dra sto port 2049, kai me to udp kai me to tcp prwtìkollo. O portmapper dra sto port 111 (kai me tcp kai me udp), kai o mountd sta ports 745 kai 747 (tcp kai udp). Sunăjwc. FusikĹ, prèpei na elègxete ta ports me thn entolă rpcinfo -p.

An, apì thn Ĺllh pleurĹ, jèlete to NFS na pernĹei apì firewall, upĹrqoun epilogèc stouc neÿterouc NFSds kai mountds, pou touc kĹnoun na qrhsimopoioÔn miĹ eidikă (ìqi, ìmwc, prìtuph) jÔra, pou mporeÐ na mènei anoiqtă se firewall.

6.5 PerÐlhyh

An qrhsimopoieÐte ta : hosts.allow/deny, root_squash, nosuid, kai diĹfora pronomioÔqa (privileged) qarakthristikĹ twn ports sto software twn portmapper/nfs, j’ apofÔgete pollĹ apì ta sămera gnwstĹ bugs tou nfs, kai ja mporèsete na aisjanjeÐte sqedìn sÐgouroi toulĹqiston gi’ autĹ. AllĹ, akìmh kai metĹ ap’ ìl’ autĹ : ’Otan ènac eisbolèac èqei prìsbash sto dÐktuì sac, mporeÐ na emfanÐsei perÐergec entolèc sto .forward sac, ă na diabĹsei to taqudromeÐo sac, ìtan gÐnei export katĹ NFS sto /home, ă to /var/spool/mail. GiĹ ton Ðdio lìgo, potè den ja ’prepe na dÐnete prìsbash sto idiwtikì sac kleidÐ tou PGP me to nfs. ’H, toulĹqiston, prèpei na gnwrÐzete ton kÐnduno pou sunepĹgetai miĹ tètoia enèrgeia. Kai tÿra gnwrÐzete ădh miĹ pleurĹ autoÔ tou kindÔnou!

To NFS kai o portmapper sunapoteloÔn èna sÔnjeto uposÔsthma, kai Ĺra den eÐnai entelÿc apÐjano n’ anakalufjoÔn nèa bugs, eÐte sth basikă sqedÐash, eÐte sthn ulopoÐhsh tou sustămatoc pou qrhsimopoioÔme emeÐc. Akìmh kai trÔpec asfĹleiac mporeÐ na eÐnai ădh gnwstèc sămera, tic opoÐec kĹpoioc qrhsimopoieÐ me kakì skopì. ’Omwc, ètsi eÐnai h zwă! GiĹ na brÐskeste, loipìn, se apìstash asfaleÐac apì tètoia prĹgmata, prèpei toulĹqiston na diabĹzete ta newsgroups comp.os.linux.announce kai comp.security.announce, wc to elĹqisto dunatìn pou mporeÐte na kĹnete.

7. H lÐsta pijanÿn problhmĹtwn sto mounting tou NFS 15

7 H lÐsta pijanÿn problhmĹtwn sto mounting tou NFS

Aută h enìthta basÐzetai sthn : "LÐsta elègqou giĹ problămata sto mounting tou NFS", thc IBM Corporation. Pollèc euqaristÐec sthn IBM, pou mac èdwse th lÐsta na thn qrhsimopoiăsoume c’ autì edÿ to HOWTO. An sac tÔqei kĹpoio prìblhma, ìtan pĹte na kĹnete mount c’ èna NFS filesystem, parakalÿ rÐxte miĹ matiĹ c’ aută th lÐsta, prin grĹyete kĹpou giĹ to prìblhmĹ sac. KĹje seirĹ sth lÐsta perigrĹfei ènan trìpo dusleitourgÐac, kai th diìrjwsă tou.

1. To mount sunèqeia bgĹzei : RPC: Program not registered (to prìgramma den èqei katagrafeÐ / katoqurwjeÐ).

Trèqei o portmapper; Diìrjwsh : Xekinăste ton. Trèqei o mountd;

Diìrjwsh : Xekinăste ton. Trèqei o nfsd;

Diìrjwsh : Xekinăste ton.

Măpwc to arqeÐo /etc/hosts.deny apagoreÔei ston portmapper n’ apantăsei; Diìrjwsh : EÐte sbăste thn apagìreush sto arqeÐo hosts.deny, ă prosjèste miĹ grammă sto hosts.allow, ÿste o portmapper na mporeÐ na epikoinwnăsei mazÐ sac.

2. Den ègine export sto filesystem, ă den ègine export proc ton sugkekrimèno client.

Diìrjwsh : KĹnte export.

3. Ta onìmata twn H/U den tairiĹzoun me thn antÐstoiqh lÐsta giĹ ta exports.

Pq : H lÐsta giĹ ta exports grĹfei na gÐnei export proc ton H/U johnmad, allĹ to ìnoma tou H/U johnmad antistoiqeÐ sto johnmad.austin.ibm.com. FusikĹ, den dÐnetai Ĺdeia giĹ mount. Diìrjwsh : KĹnte export kai proc tic dÔo morfèc tou onìmatoc.

Autì mporeÐ epÐshc na sumbeÐ, an o client èqei dÔo diasundèseic (interfaces) me diaforetikĹ onìmata, kai to arqeÐo export anafèretai mìno sth mÐa. Diìrjwsh : KĹnte export kai proc tic dÔo diasundèseic.

Autì epÐshc mporeÐ na sumbeÐ, an o server den mporeÐ na kĹnei lookuphostbyname ă lookuphostbyaddr (autèc eÐnai library functions) ston client. BebaiwjeÐte ìti o client mporeÐ na kĹnei host <name>;, host <ip_addr>;, kai ìti kai ta dÔo deÐqnoun ton Ðdio H/U. Diìrjwsh : TaktopoieÐste ta onìmata twn H/U.

4. To filesystem ègine mount metĹ to xekÐnhma tou NFS (ston sugkekrimèno server). S’ aută thn perÐptwsh, o server kĹnei export sto antÐstoiqo mount point, ìqi sto mounted filesystem. Diìrjwsh : Stamatăste ton NFSd, kai metĹ epanekkinăste ton.

ShmeÐwsh : Oi clients pou eÐqan mounted to antÐstoiqo mount point, ja èqoun prìblhma sto na doun ton server metĹ thn epanekkÐnhsă tou.

5. H hmeromhnÐa eÐnai polÔ diaforetikă se server kai client (autì mporeÐ na kĹnei jĹlassa to make).

Diìrjwsh : Diorjÿste thn hmeromhnÐa.

O suggrafèac tou HOWTO sunistĹ th qrăsh tou NTP giĹ sugqronismì twn rologiÿn. MiĹ pou stic HPA upĹrqoun periorismoÐ sthn exagwgă tou NTP apì th qÿra, mporeÐte na breÐte to NTP giĹ tic dianomèc Debian, RedHat, Slackware, apì to ftp://ftp.hacktic.nl/pub/replay/pub/linux, ă èna mirror tou.

6. O server den mporeÐ na deqjeÐ mount apì qrăsth, pou metèqei se perissìterec apì 8 omĹdec (groups).

Diìrjwsh : Elatÿste ton arijmì twn omĹdwn, stic opoÐec summetèqei o qrăsthc, ă kĹnte mount mèsw enìc diaforetikoÔ qrăsth.

8 FAQs

Edÿ briskìmaste sthn enìthta twn suqnÿn erwtăsewn (FAQs). H enìthta aută basÐzetai katĹ èna mèroc se èna paliì keÐmeno tou Alan Cox, me FAQs giĹ to NFS.

An èqete kĹpoio prìblhma sto na kĹnete mount èna filesystem, parakalÿ koitĹxte măpwc to prìblhmĹ sac perièqetai sthn prohgoÔmenh enìthta, th "lÐsta pijanÿn problhmĹtwn sto mounting tou NFS".

1. PaÐrnw pollĹ mhnÔmata lĹjouc, tou tÔpou : "stale nfs handle" ( = paliì prìgramma qeirismoÔ tou nfs), ìtan qrhsimopoiÿ to Linux se nfs server.

AutĹ ta proxeneÐ kĹpoio bug merikÿn paliÿn ekdìsewn tou nfsd. To prìblhma diorjÿjhke apì ton nfs-server2.2beta16 kai metĹ.

2. ’Otan prospajÿ na kĹnw mount èna filesystem, paÐrnw :

can’t register with portmap: system error on send

(Dhl. "Den sumfwneÐ h katagrafă ston portmapper, sfĹlma katĹ thn apostolă") Pijanìtata qrhsimopoieÐte th dianomă Caldera. UpĹrqei èna bug sta rc scripts. Parakalÿ, epikoinwnăste me thn Caldera, giĹ na sac dÿsei ta diorjwmèna arqeÐa.

3. GiatÐ den mporÿ na ektelèsw èna arqeÐo, afoÔ to antègraya ston NFS server;

H aitÐa eÐnai ìti o nfsd bĹzei sth mnămh cache ta "anoiqtĹ" qrhsimopoioÔmena arqeÐa (open file handles), giĹ na epitÔqei kalÔterh apìdosh (kai jumhjeÐte, trèqei ston qÿro tou qrăsth). ’Oso o nfsd kratĹei èna arqeÐo anoiqtì (ìpwc pq sthn perÐptwsh pou mìlic èqei grĹyei kĹti c’ autì), o purănac den ja sac afăsei na to ektelèsete. Oi nfsds pou eÐnai neÿteroi apì ekdìseic (perÐpou) Ĺnoixhc tou 1995, eleujerÿnoun ta anoiqtĹ arqeÐa metĹ apì lÐga deuterìlepta. Oi paliìteroi kollĹne c’ autĹ giĹ mèrec.

4. Ta arqeÐa mou sto NFS eÐnai ìla mìno giĹ anĹgnwsh (read only)

O NFS server me Linux pĹei ex orismoÔ se katĹstash mìnon anĹgnwshc. Parakalÿ, diabĹste tic enìthtec "Oi mountd kai nfsd", kai "KĹnontac export se filesystems", c’ autì edÿ to HOWTO, kai deÐte tic selÐdec man giĹ ta exports kai ton nfsd. Ja qreiasteÐ n’ allĹxete to arqeÐo /etc/exports.

5. KĹnw mount apì ènan NFS server me Linux, kai enÿ h entolă ls douleÔei, den mporÿ na diabĹsw ă na grĹyw arqeÐa.

Se paliìterec ekdìseic tou Linux, prèpei na fortÿsete ton NFS server me : rsize=1024,wsize=1024.

6. KĹnw mount apì ènan NFS server me Linux, me mègejoc block metaxÔ 3500 kai 4000, kai o H/U krasĹrei suqnĹ.

Epomènwc, mhn to kĹnete. Autì den sumbaÐnei me touc purănec 2.0 kai 2.2 . Kai, an den me apatĹ h mnămh mou, den upĹrqei prìblhma oÔte me ton purăna 1.2 .

7. MporeÐ to Linux na kĹnei NFS epĹnw se TCP;

’Oqi proc to parìn.

8. PaÐrnw pollĹ perÐerga mhnÔmata lĹjouc, ìtan prospajÿ na kĹnw mount apì ènan H/U me Linux.

BebaiwjeÐte ìti oi qrăstec sac metèqoun se 8 ă ligìterec omĹdec. Oi paliìteroi servers to zhtĹne autì opwsdăpote.

9. ’Otan epanekkinÿ ton H/U mou, merikèc forèc kremĹei, ìtan prospajeÐ na kĹnei unmount èna kollhmèno NFS (wc server).

MHN kĹnete unmount se NFS servers metĹ thn epanekkÐnhsh ă ton termatismì leitourgÐac tou H/U, aplĹ agnoăste touc. Den ja peirĹxei tÐpote, an den touc kĹnete unmount. H sqetikă entolă eÐnai : umount -avt nonfs.

10. Oi NFS clients me Linux argoÔn polÔ, ìtan epikoinwnoÔn me H/U Sun kai BSD.

Oi eggrafèc sto NFS sunăjwc eÐnai sÔgqronec. (Autì, bèbaia, mporeÐte na to apenergopoiăsete, an den sac peirĹzei na kindunèyete na qĹsete dedomèna.) Akìmh qeirìtera, oi purănec pou basÐzontai sto BSD mĹllon adunatoÔn na douleÔoun se mikrĹ blocks. ’Etsi, ìtan grĹfete 4 kB dedomènwn (apì ènan H/U me Linux) se pakèta tou 1 kB pou qrhsimopoieÐ to BSD, to teleutaÐo kĹnei to exăc :

\textgreek{di’abase} \textgreek{th} \textgreek{sel’ida} \textgreek{twn} 4 kB \textgreek{’allaxe} \textgreek{to} 1 kB \textgreek{xanagr’aye} \textgreek{ta} 4 kB \textgreek{ston} \textgreek{d’isko} \textgreek{di’abase} \textgreek{th} \textgreek{sel’ida} \textgreek{twn} 4 kB \textgreek{’allaxe} \textgreek{to} 1 kB \textgreek{xanagr’aye} \textgreek{ta} 4 kB \textgreek{ston} \textgreek{d’isko} \textgreek{k}. \textgreek{o}. \textgreek{k}.

11. ’Otan sundèw polloÔc clients se NFS server me Linux, h apìdosh pèftei xafnikĹ.

To prwtìkollo NFS qrhsimopoieÐ tmhmatikĹ (fragmented) pakèta UDP. O purănac èqei èna ìrio sto pìsa tmămata anoloklărwtwn pakètwn mporeÐ na shkÿsei, prin arqÐsei na ta agnoeÐ. Ston purăna 2.2, autì rujmÐzetai se qrìno runtime mèsw tou /proc filesystem : /proc/sys/net/ipv4/ipfrag_high_thresh kai ipfrag_low_thresh. Ston 2.0 , autèc oi parĹmetroi eÐnai stajerèc katĹ thn compilation tou purăna, kai orÐzontai sta : .../linux/net/ipv4/ip_fragment.c, IPFRAG_HIGH_THRESH, kai IPFRAG_LOW_THRESH. H shmasÐa autÿn twn timÿn, eÐnai ìti Ĺpax kai h apaitoÔmenh mnămh twn anoloklărwtwn kommatiÿn UDP ftĹsei to Ĺnw ìriì thc ("ipfrag_high_thresh") se bytes (256 kB ex orismoÔ stouc purănec 2.2.3 kai 2.0.36), autìmata pèftei sto kĹtw thc ìrio ("ipfrag_low_tresh"). Autì gÐnetai me sbăsimo kommatiÿn. Aută h katĹstash isodunameÐ sqedìn me apÿleia kommatiÿn, kai th stigmă pou h mnămh ftĹnei to Ĺnw thc ìrio, h apìdosh tou server sac pèftei polÔ.

Ta 256 kB eÐnai arketĹ giĹ perÐpou 30 clients. An èqete 60, diplasiĹste ta. Kai diplasiĹste epÐshc to kĹtw ìrio.

9. KĹnontac export se filesystems 18

12. Qrhsimopoiÿ to Linux 2.2 (ă metagenèstero) me ton knfsd, kai den mporÿ na kĹnw mount ston H/U mou, tÔpou AIX, IRIX, Solaris, DEC-Unix...

O knfsd anakoinÿnei ìti ulopoieÐ thn èkdosh 3 tou NFS, allĹ den to kĹnei. UpĹrqei miĹ epilogă, na ton stamatăsete na bgĹzei autì to mănuma. QrhsimopoieÐste thn. ’H, mporeÐte na jèsete "vers=2" sth lÐsta me tic paramètrouc tou mount stouc clients.

13. O tÔpou AIX 4 H/U mou den mporeÐ na kĹnei mount ton NFS server mou me Linux. Mou lèei :

mount: 1831-011 access denied for server:/dir mount: 1831-008 giving up on: server:/dir The file access permissions do not allow the specified action.

(Dhl. : "Den dÐdetai Ĺdeia giĹ ton server", "egkataleÐpw to server:/dir", "Oi Ĺdeiec prìsbashc sta arqeÐa den epitrèpoun th drasthriìthta pou zhtĹte.") ă kĹti parìmoio.

To AIX 4.2 qrhsimopoioÔse rezerbè ports (kĹtw apì to 1024) giĹ to NFS. Ta AIX 4.2.1 kai 4.3 den periorÐzontai sta rezerbè ports. EpÐshc, ta AIX AIX 4.2.1 kai 4.3 prospajoÔn na kĹnoun mount me qrăsh tou NFS3, metĹ tou NFS/TCP, kai telikĹ tou NFS/UDP. Prosjètontac

nfso -o nfs_use_reserved_ports=1

sto tèloc tou rc.tcpip, ja to anagkĹsei na xanaqrhsimopoiăsei ta rezerbè ports. (Autì to kìlpo mou to èdwse o Brian Gorka.)

9 KĹnontac export se filesystems

FusikĹ, o trìpoc tou na kĹnoume export se filesytems me to NFS, den eÐnai plărwc sumbatìc stic diĹforec platfìrmec ergasÐac. S’ aută thn perÐptwsh, autĹ pou xefeÔgoun ap’ ton kanìna, eÐnai ta Linux kai Solaris 2. Aută edÿ h enìthta jètei prìqeira se seirĹ touc trìpouc tou export giĹ ta perissìtera LS. An to dikì sac den kalÔptetai, prèpei na yĹxete thn tekmhrÐwsă tou. Lèxeic-kleidiĹ mporoÔn na eÐnai : nfsd, system administration tool ( = ergaleÐo dieÔjunshc sustămatoc), rc scripts, boot scripts, boot sequence ( = diadikasÐa ekkÐnhshc), /etc/exports, exportfs. Ja dÿsw èna parĹdeigma c’ autăn thn enìthta : Pÿc na kĹnoume export to /mn/eris/local ston H/U apollon, me epilogă read/write.

9.1 IRIX, HP-UX, Digital-UNIX, Ultrix, SunOS 4 (Solaris 1), AIX

AutĹ ta LS qrhsimopoioÔn to paradosiakì format thc Sun giĹ export. Sto /etc/exports, grĹyte :

/mn/eris/local -rw=apollon

H plărhc tekmhrÐwsh brÐsketai sth selÐda man giĹ to arqeÐo exports. AfoÔ diorjÿsete to arqeÐo, trèxte exportfs -av, giĹ na gÐnei export sta filesystems.

To pìso austhră eÐnai h sÔntaxh thc entolăc exportfs, suzhtiètai. Se merikĹ LS ja breÐte ìti h prohgoÔmenh grammă diatupÿnetai wc :

/mn/eris/local apollon

ă kĹti entelÿc ekfulismèno, san autì edÿ :

/mn/eris/local rw=apollon

Sunistÿ na eÐsaste tupikoÐ. Me to na kìbete drìmo, riskĹrete to na deÐte thn epìmenh èkdosh tou exportfs na gÐnetai polÔ austhrìterh sth diatÔpwsh, kai xafnikĹ ì,ti xèrate na mh douleÔei plèon.

9.2 Solaris 2

H Sun xanaefeÔre ap’ thn arqă ton troqì, ìtan èftiaxe to Solaris 2. Epomènwc, autì diafèrei entelÿc ap’ ìla ta Ĺlla LS. Autì pou kĹnete edÿ, eÐnai na diorjÿsete to arqeÐo /etc/dfs/dfstab. Mèsa c’ autì, topojetăste entolèc koinăc qrăshc (share), ìpwc autèc anagrĹfontai sth selÐda man tou share(1M). ’Opwc parakĹtw :

share -o rw=apollon -d "Eris Local" /mn/eris/local

MetĹ tic diorjÿseic, trèxte to prìgramma shareall, giĹ na kĹnete export sta filesystems.

10 To NFS sto Linux 2.2

Kajÿc grĹfw to HowTo, h paroÔsa èkdosh tou purăna tou Linux eÐnai h 2.2.12 , kai h qrăsh NFS c’ autăn mporeÐ na gÐnei lÐgo aggareÐa. MporeÐ kai ìqi.

Den xèrw tÐ ja gÐnei me to NFS sto Linux 2.4 .

To nèo spoudaÐo prĹgma me to Linux 2.2 eÐnai h upostărixh enìc nfs server demon pou brÐsketai mèsa ston purăna, kai onomĹzetai knfsd. Autìc o trìpoc ulopoÐhshc tou nfsd èqei merikĹ pleonektămata, to kuriìtero twn opoÐwn eÐnai h taqÔthta. ’Enac H/U me Linux 2.2 me ton knfsd eÐnai ènac axiosèbastoc nfs server. Wstìso, pĹnta mporeÐte na qrhsimopoiăsete ton paliì nfsd me to Linux 2.2, kai upĹrqoun epÐshc merikĹ pleonektămata c’ aută th qrăsh, to kuriìtero twn opoÐwn eÐnai h aplìthta.

An qrhsimopoieÐte source purăna ă binary pakèto, ftiagmèna apì kĹpoia etairÐa san pq thn RedHat (èkdosh 6.0 kai metĹ), thn SuSE (èkdosh 6.1 kai metĹ, nomÐzw), ă kĹpoion Ĺllon epaggelmatÐa kataskeuastă dianomÿn, pijanìtata èqoun sumperilĹbei plărh leitourgikìthta "knfsd" ston purăna touc. Kai den qreiĹzetai na problhmatÐzeste, stic perissìterec periptÿseic ja doulèyei. Mèqric ìtou na sac èrjei na kĹnete compile ènan purăna mìnoi sac. An qrhsimopoieÐte kĹpoion apì touc diajèsimouc purănec 2.2 tou Linux (toulĹqiston mèqri kai ton 2.2.12), o knfsd ja stamatăsei na douleÔei.

GiĹ na ta katafèrete mìnoi sac na xeperĹsete to empìdio, qreiĹzeste na breÐte to pakèto knfsd tou H. J. Lu. Autì eÐnai miĹ sullogă patches kai aparaÐthtwn utilities giĹ ton purăna 2.2, pou o Lu epimeleÐtai ston eleÔjero qrìno tou. MporeÐte na th breÐte apì ton plhsièstero mirror giĹ touc purănec tou Linux, me to kurÐwc site na eÐnai to : ftp.kernel.org:/pub/linux/devel/gcc/. Ta parapĹnw den ta grĹfw giĹ "laðkă katanĹlwsh". An autì to pakèto sac mperdèyei, mhn prospajeÐte na kĹnete compile ton purăna mìnoi sac. Perimènete mèqri na bgei èna sqetikì pakèto apì ton agaphmèno sac dianomèa tou Linux (pq RedHat, SuSE, klp).

EpÐshc, mh mou stèlnete e-mails me erwtăseic gi’ autì to jèma. Den mporÿ na sac bohjăsw. Den èqw diajèsimouc servers na trèqoune knfsd. An breÐte sfĹlmata ă paraleÐyeic sthn paroÔsa tekmhrÐwsh, parakalÿ grĹyte mou, kai ja diorjÿsw autì to HOWTO kai ja to xanadÿsw sto anagnwstikì koinì.

ExakoloujeÐte na diabĹzete; Ok. O H. J. Lu stèlnei tic nèec ekdìseic tou pakètou tou sth mailing list giĹ ton purăna tou Linux. EpÐshc, ekeÐ stèlnontai kai Ĺlla jèmata sqetikĹ me to NFS se purănec 2.2 . DiabĹste ta. UpĹrqei èna axioshmeÐwto qarakthristikì tou pakètou tou knfsd : Anakoinÿnei ìti uposthrÐzei thn èkdosh 3 tou NFS. Wstìso, den thn uposthrÐzei. MporeÐte na dÿsete mÐa parĹmetro, giĹ na stamatăsete autăn thn anakoÐnwsh, ă na dÿsete "vers=2" sth lÐsta epilogÿn mount twn clients.

10.1 O client

O client eÐnai sqetikĹ aplìc. GiĹ kalì locking, prèpei na kĹnoume compile ton statd (apì to pakèto tou knfsd), na ton egkatastăsoume, kai na ton ekkinăsoume apì ta scripts ekkÐnhshc. KĹnte akribÿc ètsi. GiĹ na doulèyei o statd, qreiĹzetai èna directory me ìnoma /var/lib/nfs, diaforetikĹ stamatĹei qwrÐc kanèna mănuma lĹjouc, Ĺra prin ton trèxoume, prèpei na ftiĹxoume to sugkekrimèno dir.

’Otan xekinăsei o statd na trèqei, mporeÐte na qrhsimopoiăsete to prìgramma testlk (sto tools/locktest), giĹ na dokimĹsete an douleÔei to locking enìc arqeÐou c’ èna NFS filesystem. LogikĹ, douleÔei. An deÐte mănuma No locks available, o statd den douleÔei.

Sthn pragmatikìthta, mporeÐte n’ apofÔgete teleÐwc to locking (ìqi pwc sunistÿ kĹti tètoio), dÐnontac "nolock" sth lÐsta epilogÿn tou mount.

SÔmfwna me ìsa gnwrÐzw, autĹ eÐnai ìla ìsa qreiĹzontai, giĹ na doulèyei ènac client.

EĹn èqete Sparc ă Alpha NFS server, ja diapistÿsete ìti o nfs client tou Linux 2.2 eÐnai teleÐwc qĹlia. O rujmìc metĹdoshc dedomènwn apì kai proc ton server eÐnai tìso eleeinìc, pou den mporeÐte na fantasteÐte. EÐnai polÔ qeirìteroc ap’ ì,ti sto Linux 2.0 . PolÔ. AllĹ, fusikĹ, upĹrqei kai h jerapeÐa thc katĹstashc autăc : H seirĹ purănwn 2.2 tou Alan Cox (pou eÐnai ligĹki pio peiramatikoÐ apì touc normĹl purănec 2.2 tou Linus) èqei èna patch giĹ anèbasma thc apìdoshc tou Linux 2.2 me touc Alpha kai Sparc servers. An jèlete na qrhsimopoiăsete touc purănec 2.2 tou Alan Cox, prèpei na parakoloujeÐte th mailing list giĹ touc purănec tou Linux. Kai an to kĹnete autì, ădh ja xèrete poÔ mporeÐ na brejeÐ to sugkekrimèno patch : To home site tou eÐnai to <http://www.uio.no/~trondmy/src/>, se perÐptwsh pou jèlete na dokimĹsete na to bĹlete se diajèsimo purăna 2.2 . Autì to patch pijanìtata den ja perilambĹnetai oÔte sto Linux 2.4, epeidă apaiteÐ pĹra pollèc allagèc ston purăna, giĹ na gÐnei apodektì ston parìnta kÔklo anĹptuxhc. Na perimènete to Linux 2.5 .

To trondmy epÐshc diajètei patches pou kĹnoun to Linux na qrhsimopoieÐ thn èkdosh 3 tou NFS, ki epÐshc ja sac dÿsei th dunatìthta na qrhsimopoieÐte to tcp giĹ metaforĹ arqeÐwn, antÐ tou UDP. O NFS v. 3 eÐnai polÔ kalìc giĹ megĹla dÐktua, ă dÐktua ìpou h apÿleia pakètwn den eÐnai mhdenikă, ă oi qrìnoi anamonăc eÐnai megĹloi.

O lìgoc pou prèpei na parakoloujeÐte th mailing list giĹ touc purănec tou Linux, prokeimènou na qrhsimopoiăsete autĹ ta patches, eÐnai ìti merikèc forèc upĹrqoun Ĺsqhma bugs mèsa touc. Bugs pou dialÔoun ta arqeÐa sac. Sunepÿc, parakalÿ na prosèqete.

10.2 O server

O nfs server demon tou Linux 2.2 kai twn metagenestèrwn onomĹzetai "knfsd", kai jèlei ponhrèc rujmÐseic. LupĹmai, allĹ autèc prèpei ă na tic breÐte mìnoi sac, ă na meÐnete proskollhmènoi se ì,ti bgĹzoun h SuSE, h RedHat, kai oi upìloipoi, san pakèta tou purăna 2.2 . Wstìso, kai me to Linux 2.2 mporeÐte pĹnta na qrhsimopoiăsete ton paliì nfsd. EÐnai argìc, allĹ eÔkoloc na ton rujmÐseic.

11 NFS server se miĹ diskèta

Aută h enìthta grĹfhke apì ton Ron Peters, rpeters@hevanet.com. ExhgeÐ pÿc na stăsoume ènan NFS server, ìtan bootĹroume apì diskèta. ArqikĹ h enìthta sqediĹsthke me skopì na deÐxei pÿc mporoÔme na èqoume (mèsw NFS) koină qrăsh tou cd-rom enìc Ĺllou H/U (pou den sthrÐzetai se Linux/UNIX), ÿste na egkatastăsoume to Linux ston prÿto H/U, pou den diajètei cd-rom.

11.1 Eisagwgă

Autì to keÐmeno grĹfthke giĹ ìsouc sunantăsoun to Ðdio prìblhma, pou eÐqa ki egÿ prìsfata : ’Esthna ènan Linux server c’ ènan H/U pou den dièjete cd-rom, kai den mporoÔsa na tou prosjèsw èna, ektìc Ðswc exwterikì SCSI, ă kĹti parìmoio. Tÿra, pou eÐnai ìlo kai pio apÐjano na egkatastăsete to Linux c’ èna tètoio mhqĹnhma, autì to keÐmeno mporeÐ na mhn eÐnai plèon tìso polÔtimo. Wstìso, proswpikĹ ja to ektimoÔsa, an to dièjeta ìtan prospajoÔsa na ftiĹxw ton H/U mou.

MiĹ pou o H/U mou den dièjete cd-rom, skèfthka na brw ènan NFS server giĹ ta Win95, kai na kratăsw koină qrăsh tou cd-rom giĹ ìso qreiasteÐ na ftiĹxw ton H/U me to Linux, kai na ton bĹlw sto dÐktuo. Apì ta dÔo proðìnta pou brăka (den anafèrw onìmata, allĹ to èna ătane freeware kai to Ĺllo me periorismènh Ĺdeia qrăshc 14 hmerÿn), to èna den doÔleye kajìlou, kai to Ĺllo den mpìrese na qeiristeÐ arketĹ kalĹ ta sÔmfwna me to Linux onìmata twn H/U, ÿste na oloklhrÿsei thn egkatĹstash.

MetĹ ap’ autĹ, prospĹjhsa na xekinăsw ton H/U mou twn Win95 me tic dÔo diskètec boot/root, kai metĹ na bĹlw miĹ bohjhtikă diskèta, ÿste na stăsw ton NFS server.

Autì apodeÐqthke polÔ aplì, kai h ìlh diadikasÐa eÐnai pijanìtata eukolìterh apì to na diabĹsete autăn thn eisagwgă, allĹ pisteÔw ìti ja bohjăsei to na ta grĹyw ìla mazÐ kĹpou.

11.2 ProsdokÐec

Autì to keÐmeno bgăke apì th qrăsh twn disketÿn boot/root miac apì tic twrinèc dianomèc tou Slackware Linux apì thn InfoMagic. QrhsimopoÐhsa thn èkdosh 2.0.34 tou purăna stic diskètec boot/root, allĹ ta progrĹmmata tou NFS server pĹrjhkan apì ènan server èkdoshc 2.0.30 . PĹnta qrhsimopoioÔsa th mèjodo egkatĹstashc tou Slackware, ìqi epeidă eÐnai eukolìterh, ă kalÔterh, ă qeirìterh, allĹ aplĹ epeidă aisjĹnomai Ĺneta mazÐ thc, kai den èqw brei ton qrìno na dokimĹsw kĹpoia Ĺllh.

Den pisteÔw na upĹrxoun pollĹ problămata katĹ th qrăsh autoÔ tou keimènou, se sqèsh me thn èkdosh tou Linux. PĹntwc, ja sunistoÔsa na qrhsimopoiăsete kĹpoia sqetikĹ sÔgqronh. MiĹ pou eÐnai pijanì ìti ja qrhsimopoihjeÐ giĹ egkatĹstash, eÐnai ex Ðsou pijanì na qrhsimopoihjeÐ èna sÔgqrono set boot/root disketÿn.

’Oloi oi sunduasmoÐ suzhtiìntai.

11.3 Apaităseic

• ’Enac H/U me dunatìthtec diktÔwshc kai me diskèta ekkÐnhshc. O H/U pou ja gÐnei NFS server, prèpei na èqei kĹrta diktÔou, pou n’ anagnwrÐzetai katĹ th diĹrkeia thc diadikasÐac ekkÐnhshc. Perissìtera apĹnw c’ autì mporeÐte na diabĹsete sto Networking HOWTO.

• MiĹ akìmh diskèta, pou perièqei ta : rpc.portmap, rpc.mountd, kai rpc.nfsd . (AutĹ ta arqeÐa brÐskontai eÔkola me yĹximo mèsw ftp sto Internet.)

• Dianomă Slackware, ă kĹpoia Ĺllh. (Upojètoume epĹnw se cd’s).

11.4 Stăsimo tou server

11.4.1 EkkÐnhsh tou proswrinoÔ NFS server XekinĹme me thn diskèta ekkÐnhshc ton H/U pou eÐnai NFS server, kai bebaiwnìmaste ìti anagnwrÐzetai h kĹrta diktÔou. EpÐshc, prèpei n’ anagnwristeÐ kai to cd-rom. Ja qrhsimopoiăsw to eth0 giĹ thn perigrafă thc kĹrtac diktÔou.

11.4.2 KĹnoume mount sth diskèta kai sto cd-rom AfoÔ xekinăsei o H/U, den qreiazìmaste tic diskètec boot/root. To LS brÐsketai sth RAM. AntikajistoÔme th diskèta ekkÐnhshc me th bohjhtikă diskèta. KĹnoume mount sth diskèta : mount /dev/fd0 /floppy Autì proôpojètei ìti h diskèta eÐnai tÔpou ext2 filesystem. FantĹzomai ìti mporeÐ kai na eÐnai kai tÔpou DOS, me ta aparaÐthta arqeÐa epĹnw thc, allĹ den to èqw dokimĹsei autì akìmh. PisteÔw ìti kĹti tètoio eÐnai eukolìtero apì to na asqoleÐsai me disk image. S’ aută thn perÐptwsh, ja ătan : mount -t msdos ...etc. Pijanìn na prèpei na ta grĹyw autĹ sthn enìthta "proc enèrgeia". KĹnoume mount sto cd-rom : mount -t iso9660 /dev/hdc /cdrom Ta devices diskètac kai cd-rom eÐnai autĹ pou qrhsimopoÐhsa ki egÿ. MporeÐ na diafèroun, anĹloga thn efarmogă. Ta mount points /floppy kai /cdrom upĹrqoun ădh sto image thc root diskètac, Ĺra mporoÔme na ta qrhsimopoiăsoume. An den upĹrqoun, ftiĹxte ta, ă qrhsimopoieÐste ìpoia mount points sac arèsoun.

11.4.3 Stănoume th diktÔwsh ston proswrinì server S’ autì to shmeÐo, stănoume ton proswrinì NFS server, giĹ na milăsei sto dÐktuo. Ja dÿsoume elĹqistec entolèc. UpĹrqoun, ìmwc, kĹmposa prĹgmata, pou prèpei na gnwrÐzete, prin dÿsete tic entolèc autèc (oi timèc mpaÐnoun aplĹ wc paradeÐgmata) :

IPADDR:172.16.5.100 #Aută eÐnai h dieÔjunsh diktÔou tou proswrinoÔ server. NETMASK:255.255.255.0 #Aută eÐnai h mĹska diktÔou.

BROADCAST:172.16.5.255 #O teleutaÐoc arijmìc (255) eÐnai shmantikìc giĹ thn IPADDR. ETHNETWORK:172.16.5.0 #Akìmh miĹ forĹ, ènac arijmìc elĹqista diaforetikìc apì thn IPADDR.

GATEWAY:172.16.5.251 #QreiĹzetai mìnon an diajètete gateway. Ta perissìtera spitikĹ dÐktua den diajètoun.

Oi entolèc giĹ na sundejoÔme me to dÐktuo. BĹzoume tic timèc, ìpwc tic blèpoume parapĹnw : ifconfig eth0 inet IPADDR arp netmask NETMASK broadcast BROADCAST route add -net ETHNETWORK netmask NETMASK eth0 QrhsimopoieÐste thn epìmenh entolă, mìno an diajètete gateway kai prèpei na perĹsete apì mèsa thc : route add default gw GATEWAY netmask 0.0.0.0 eth0 An ìla pĹne kalĹ, tÿra brÐskeste sto dÐktuo, kai ja prèpei na mporeÐte na kĹnete ping c’ Ĺllouc H/U.

11.4.4 RujmÐzoume thn koină qrăsh tou NFS KajorÐzoume to directory pou jèloume na èqoume koinì mèsw tou NFS. (Sthn perÐptwsh tou paradeÐgmatìc mou, qrhsimopoÐhsa to /cdrom/slakware.) BĹzoume autì to directory sto arqeÐo /etc/exports : echo "/cdrom/slakware" > /etc/exports

11.5 Trèqoume ton NFS server

PĹme sto /floppy/usr/sbin kai trèqoume : Ton ./rpc.portmap Ton ./rpc.mountd Ton ./rpc.nfsd

11.5.1 EntĹxei, xekinĹme thn egkatĹstash

Tÿra, logikĹ prèpei na èqoume koină qrăsh tou directory "/cdrom/slakware", pou grĹyame sto arqeÐo /etc/exports. AfoÔ gÐnei autì, mporoÔme na ekkinăsoume ton H/U, ìpou ja kĹnoume thn egkatĹstash, me tic diskètec boot/root (proswpikĹ, qrhsimopoÐhsa tic Ðdiec, me tic opoÐec xekÐnhsa kai ton NFS server), kai n’ arqÐsoume thn egkatĹstash.

’Otan ja eÐsaste ètoimoi na dialèxete thn phgă twn arqeÐwn egkatĹstashc, dialèxte ton NFS server. Ja erwthjeÐte giĹ thn dieÔjunsh ip tou server. Dÿste th dieÔjunsh pou bĹlate wc IPADDR tou server. EpÐshc, ja erwthjeÐte kai giĹ to directory to opoÐo ja gÐnei mount. Autì eÐnai to directory pou grĹyate sto arqeÐo /etc/exports tou NFS server.

MetĹ ap’ autĹ, o H/U ja kĹnei mount ton NFS server. Dÿste prosoqă giĹ tuqìn mhnÔmata lĹjouc. Mèqric edÿ, logikĹ eÐnai ìla swstĹ, kai mporeÐte na suneqÐsete thn egkatĹstash.

11.6 EpÐlush problhmĹtwn

11.6.1 TÐpote edÿ akìmh Den èqw akìmh ulikì giĹ epÐlush problhmĹtwn. ’Iswc, ìso oi anagnÿstec qrhsimopoioÔn th diadikasÐa pou perigrĹfetai, na brejoÔn perissìtera bohjămata kai upodeÐxeic.

12. PC-NFS 24

11.7 Proc enèrgeia

11.7.1 Diskèta DOS DokimĹste miĹ diskèta DOS giĹ bohjhtikă diskèta.

11.7.2 Entolèc rpc DokimĹste n’ allĹxete seirĹ sthn ektèlesh twn entolÿn rpc.* , kai eĹn qreiĹzetai na trèxoun merikèc, ă ìlec touc.

12 PC-NFS

Den jèlete na trèxete to PC-NFS. Jèlete na trèxete to samba.

To samba eÐnai polÔ kalÔtero apì to PC-NFS, kai douleÔei me ta Windows 3.xx for Workgroups, kajÿc kai me metagenèsterec ekdìseic twn Windows. EÐnai epÐshc taqÔtero kai asfalèstero. QrhsimopoieÐste to. PragmatikĹ!